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What is Cryptography?

From wiki:

— Cryptography is the practice and study of
techniques for secure communication in the
presence of third parties (called adversaries).
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What is Cryptography?
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I‘ 5|18 — BAERNERFEREX

« FH1FIERRZero Knowledge
- S.Goldwasser, S.Micali};C.RackofffE20tH7Z805(HIEH
« IEFAE BB AARIEERHEETOERNERNER T, (Fia
IFEREE MO 1Y,
« ZcashEm: LLEMIIZEMEERISFALE.
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g|= — Keywords of this Class

I8# (HASH) R KEHIENE—REE. REENDEFNSERBET " ERUTRINAEERY,
A LB SRR TSR

HFER: ERAXE (BEFMR) e ATENEN—KREFE, BUUBTEAREE
RYATHIGIE R Bt A,
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KE, SR, EH, GRTR, EFicx
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5|= — Keywords

mE ST NE AT P S SHES

— /E\%IZ'%& & %&?ﬁ\_ﬁ FRBIAR  SREAR  AHRTEURRARR

Inons/ % /na:ns/ adj.

a nonce word or expression is one that is invented for one particular occasion

(EiB) ImAhERY, @iER), REM—RK

A ERRT: 4i2ias
AENRX LB

- BENREZRHA?
- AT AEERE]?

PEEX EUBX

+ BEHLEK
+ AN
Block
Header
BlockNumber
:Hash o ek 11 Hesh of block Hash of bock i prevBlockHash
— | T markleRoot
Timestamp ~ Nonce Timestamp = Nonce Timestamp ' Nonce Timestamp | | “Nonce nonce
L] =N TX n TX1 TX2==+TXn TX1 TX2e=e<TXn .
(X1 ){ ™2~ {™Xn (X7 X2peq X — creationTimestamp
Genesis block Block i Block i+1 Block i+2

Body

Data
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PART 1: HASH FUNCTION
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Hash Function

FEX : HashBRERERKERH)
BRRERYE K IE R IR EL,

T %_Fﬂ:/_t h H(M) ME;I‘R-LQEIJ ﬁlu;

A9 :

oy 1S
(¥ 9Q I

ErEIAIHash

— AN, BEREEENDHISIETE "R

Dataof [——T
/SRR ) * Levii

W, SR, L, SETHA,
ESnglusrs
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Cryptography of Bitcoin — Hash Function

v\&’(

ZIDAMSEFEL (Hash Function) |, %%
— B NBILA {ERAR/NY string
~ HHBEEANIKE), e.g., 256 bit-long

- BROTE: %TTEE’JEHJ)\?—?% BB, SIERERH
N O(n) S4E

Hash function 11001010111100010010111000011011
11000101101010010110001011011110
e 11000001110100000110010100111001

SHA?25 6(“3[3IULi1£31(ﬂ\11 ) — 11111110111100000001111100110110

00110110000011100000101011110010

N — 00101001100000000011101110011110
10010001010000011100001001001100

Message /file 10001011111011010101010001110000

“Hash” or “Digest”
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Cryptographic hash function
e N
SHA256( “ ”)

10011111001111000101111001001011
11011110111011010011011010100101
01010100010001011110111011010010

— 10000101011100101100110011111101
~ 00111001000111000001011001100001

00110010101100111110101100100100
00010101011010001010001000010010
11000001100001111001001110000100

N—— —]
Desired output

[nverse 1s infeasible

SHA256(“Guess #23”7) =

10010110011101111101110100000010
11011110111100110000110010011101
10000010001101011010101101001111
11000011000111110001000111010110
11010101101100100001001111110101

00111101010010101101001111001001
10010111111101110111010001010000
00110011000110001000110000001101




Elh%E: Proof of Work, & Difficulty

Ledger

Probability: 2% ~

1,000,000,000
Alice pays Bob 20 LD

Alice pays You 300 LD 30 zeros
I 11001000100010100100001110110000
1073760433 -~ 00000000011100101100100000000100
SHA256  01100000000111001100100101000110
\ » 00001111110110110110011111001000

- - 01111001111101100001010110001100
“Prootf of work 10001101011100101011110100110101
10101101101100111100101110101011
00010000011101100110100110111000




Cryptography of Bitcoin

WMRARRFHFLZ L, BT NHEI0EE
— Rib¥EFE ST (collision-resistance)
— B2 (hiding)
— EURIF (puzzle-friendliness)
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Z0F4FE1-flfERE /D (Collision-Resistance)

Definition
— A hash function H Is said to be collision

resistant if it is infeasible to find two values, x
and y, such that x 1=y, yet H(X)= H(y).

— MNRFTEZKEIENME, x Sy, xI=y, M H(X) =

H(y), BBA, FRIGFERRZE H BEEHIEFED.
X
H(X) = H(Y)

A collision Occurs

20




Z0F4FE1-flfERE /D (Collision-Resistance)

A fif+ERE 1 (Collision-Resistance)
- IARNE, FMUERAHERFT

Output

Input

21



ZFIFIE1-fil1EPA7 (Collision-Resistance)

Sk
- HAE Uﬁiﬁﬁ AMURAEARFE

Theorem: [RUIBN+INTGEBEINNESGFER, HFVWEE—ES
BE/DERIITE.

ST IO, AT &
NSIERE T EOTRST.
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Z0F4FE1-flfERE /D (Collision-Resistance)

DLy RNIZEL ol
— E.qg.,SHA256, the worst case: conduct 2*256
+1 times of hash detection

— Average # of detections: 2128
— 10727 £ = A PC (10000 hashes/sec) X 2°128

MD5IS 7 B filliE

Curpointer
@ Pointer to next address! Given M1, we can find M2, such
that MD5(M1)=MD5(M2).

1. t A=MD5?

mdSE—FR 2 ERNBIEEEIRE, AIMFTE—M28ul (16#H]) #IIE, 20044F,
Erh Rkt EANSIESEMdbBIET AR IERE, R, FERTREMIALE.
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Z0F4FE1-flfERE /D (Collision-Resistance)

AY|

S{T4R?
SE¥EE (Message Digest)

o XI=Y, [ H(X) '= H(Y)

offlIF: MHEFHERR, EREEHE SHA256(file)

=5

ig

the two digests.

Alice e — Alice compares
1: upload a big file, | NS
& create a local a

message digest. B 2: download the file,

& generate a new digest.

SecureBox
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0 FF1E2 — [BRLE (hiding)

Definition

— A hash function H is hiding if: when a secret

value r is chosen from a probabillity distribution

that has high entropy, then given H(r Il x) it is
iInfeasible to find x.

— | means concatenation of two strings.

R ISBEMHEARRIE, R SEEAGE—E

Mi&/JVE (high min-entroy) BYBIERS T, EZETE H (rlx) &
BT RBEXEARTITHY,
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0 FF1E2 — [BRLE (hiding)

ERE
— fRIE: ANSRUNAE ’ET?%III*QE’\JE@ H y = H(x),
NiBA T ER HEANE x.

— B3K:
o X EEREB—MRE ZRES
o (BT UNMFEN x, AENSFERNmH(E

- R x WBEHIPREDEIES, BA77?
¢ e.g. JOREMSLLS: H (IEEEAL) = “IEE", H (IEMEHA
) = ‘RE.
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0 FF1E2 — [BRLE (hiding)

BEFUAbIE ;
— &R x WBEFIERESEIES, EAT?

- BYSR—MERADTHHIBANRITES

ferE: IEFRERHHESRMME, MR SEEMA kB
— P E&/NE (high min-entroy) BIBIZRS T, EEE
H (rlIx) S TRBEXZRATTTHY.,

BN BT SR B
- BNEING: — RN ERA TR
o NIXHEERI D REEERT, 1R EFIEBHFERY

¢ e.g., if r is selected randomly from a set of 256-bit strings, thus, a specific
string is selected in 2256

TiZFHIE
r BNERY
i)

27



0 FF1E2 — [BRLE (hiding)

N A
— K& (commitment). — RN RE, SSEEA:

— 1) EE—1M SR, 2) BEEINGET, 3) BEEEREGET
BA.

- XEFEE®REN—NEERHITIEIE, £ T —NMEE,

Phase 1: Phase 2: Phase 3:
Request Pre-Prep. Prepare Commit Reply

C

SO

S1

r Com(Vv) -
V’ Commit <& ) vV

Sender Receiver

EIE RIS

I
[
|
[
[
[
[

S2

[

[

S3

28



0 FF1E2 — [BRLE (hiding)

e & (commitment)
— —NEETMN G EMIZEIERNEE
e com := commit(msg, nonce), FIBERIISEE (
msg) F—"MGETFENEL (nonce) {EAMIN, HiHHL
BB (commitment, shorten as com here)”,
o verify(com, msg, nonce), MUFEREUSEAFBHGH

(com) . ImASREHZEX (nonce) KRISE (msg) 1’Ejj
BN, f8Rcom == commit(msg, nonce), MHREE”

(true) ; RZNIRMERR (false) ,

Nonce: Eﬁfj;
*in 1?(‘5/ N =13
{ER—IX
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0 FF1E2 — [BRLE (hiding)

EH Fig X, BEXmELL TN TR
— [EF%E: BXcom, &BETRVAIEHKEI msg,
— 2R IAERITRNEIKEIREE (msg, nonce)Fl

(msg’,nonce’), msg#msg’, [ commit(msg, nonce) ==
commit(msg’,nonce’),

NTFEREENAE, FE2EH TUTESE
— JRIETERM—BEVEL: nonce;
—- BEEEEmsg—RAMNEBRE commit() ---> com (&)
commit(msg, nonce);
— FiEARE ALTIEFOREE< nonce, msg>;

— uEA R LARHE< nonce, msg> BRAEREE MR 772501
com E/R.
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0 FF1E2 — [BRLE (hiding)

EEFRFGEIEORIR, MUTRERARLRIE?
ESEHME AT AR

— {§H hash function: commit (msg, nonce) := H (nonce || msg),

— where nonce could be a 256-bit long random number
BT AERSEMLA TR

— [ERE: BRI H (nonce || msg), iRBRI{THIFEHE] msg.

— UM IRBEITRYINAIKEIRZE(msg, nonce)F

(msg’,nonce’), msg#msg’, M H (nonce || msg) == H (nonce’
| msg’).

IERfetE, IERIEIIHASF hash function ERFAISRUTE!
LR ISETE ISEHREL B collision-resistance 514,
L —1 Hash Function B fiifEfH/] 5 ISFU1E, FEAIFR
ZA— P BARYEIS !




ZIFIFIES — EERYF (puzzle friendliness)

Definition:
— Puzzle friendliness. A hash function H is said to be
puzzle-friendly if for every possible n-bit output value
y, If k is chosen from a distribution with high entropy,
then it is infeasible to find x such that H(k I x) =y in
time significantly less than 2*n.

AR . §D7<5(]“ F=En 14551._415 Y, 1E T k1 1_
&/ INED e, WERTGEKE
2°n IMEZ RIS EIRFE X, 1%11? H(k"X) yﬁJZ_L,
ARAFRAIFR IeF RREAH 7 120 /2 17,

FHENIERE . WNRE— P NEREYEIMNAYEmAN,

BEEBMAEST, 58D =IFEEAT,
ABAMIGAEEMELIRIG ylE XINATHEIA.
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ZHIFIFHES

FFIES IR YT - BN R
- T4AR HEEEZER?

R A R L1

o —/MIAT ERHH.

o BN AT 1 — B, d (TRATRR ik

WID) .
e HIrEERY,

LI IR T N— 8, x, Wiz e BL R a3
H(idIx) EY

— Y EEHIK/INATE T Ik
o If YEESHHSIESE==n, (n/onzelEt
MRE0) | XEEAO,
olf YEGHIASIESE==1, ¥HERK.

:Ij}
33
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ZHIFIFHES

SVE3 - SREIARIF - HOVERE

~ RLEE — Bitcoin's mining: 127 B2 MR HERT 2
— TR H(id || x ) BleFtE, U JIFXMiEEge—1

RSN, LEREREME « SET,
- BB, BATATLLA Bitcoin Eit—NRERIER, RBIFAES
SENATH

BITCOIN
R




ZHIFIFHES

FFIES IR ST -- FIERE

— Mining XJB— miner &2

S8R x —— nonce!

— H (header || TXs || nonce ) < target

Ledger

Alice pays Bob 20 LD
Alice pays You 300 LD
Charlie pays You 100 LD

1073765433

\

“Proof of work”

3 113 e l ~ l
Probability: 230 ~ 1.000,000,000

30 zeros

e e

110010001)UJIJlUUlUUOOlllOllUOOO
=~ | 00000000011100101100100000000100
SHA256 mum%%mqunﬁm@??mmuo
00001111110110110110011111001000
—® (1111001111101100001010110001100
10001101011100101011110100110101
10101101101100111100101110101011
00010000011101100110100110111000

35
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Miner 1

Miner 2

Miner 3

Prev hash

Miner 1 gets 10 LD
Alice pays Bob 20 LD
Charlic pays You 50 LD

SHA256

3019312665706690

Prev hash

Miner 2 gets 10 LD
Alice pays Bob 20 LD
Charlie pays You 50 LD

>

SHA256

9367055805810405

Prev hash

Miner 3 gets 10 LD
Alice pays Bob 20 LD
Charlic pays You 50 LD

>

SHA256

7231684817218973

>

11011011011100111001000001000110
01101010001100100000110111010000
11111000001010101111101000110011
01111000011111100001101011100010
11100000001100111010010011100000
01000100111001110110010011100010
11110010111111010001010000101010
01110001110111011010001101101010

O10101010101010101010101010101010101010101010I01010101010101010;
00000000000000000000000000001010
01011110011000011011101001101000
00000000111000110000101100110110
10000011000111110101001110111000
10001011111001000110110101111011
10001100110011000100100111100110
10000001010110010100101111110000

11011011011100111001000001000110
01101010001100100000110111010000
11111000001010101111101000110011
01111000011111100001101011100010
11100000001100111010010011100000
01000100111001110110010011100010
11110010111111010001010000101010
01110001110111011010001101101010



ZHIFIFHES

Mining AYEETR]

— H (header || TXs || nonce ) < target

- R I=mkE, BIEiA

- R
K

nonce

=Y

Hash Function

37
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PART 2: DIGITAL SIGNATURES



518 — ST AREWRIE?

FRITIKA
— UMLK EIE<EAFID, FAPERES

e =hTheZ=]\Va
- AR B2HIKF —— <public key, secret key>
— <pk, sk> RIRTF IEXIFRINES

— pk: FAFPRFR (ibih)
- sk: HFEE (F68)

— pkERIEskERR

39



hn

LAy Al RV LS

it
AB

ERMAINE
A, NEEFAMBBTAR?

&1 Sign (message, sk) = Signature
IguEVerify (message, Signature, pk) =
message’, XJEtmessagefimessage’, ¥I5E
True / False

Signer R Receiver

Il

I

Signer's private key

Signer's public key




&= bR AFASR

REEIREERATIE, X NIRRT
+OEAR. M, BEREATHEAMSENR
EFTINIEN AR TE

TR T, ﬁﬂ@@kﬁgg SHRZERIY
B DK N EEMBEED 258R, @9
LA E MY e R TE R

1[11?:[@1(:1 Q&@ o mED @n_@ o B2 Y

M
00101010 @_\ » HED | 5= AN WED |
%’%E’J*ﬂlff—ﬁﬁ QIR
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HFEBRE

TNEIETER,
— (sk, pk) := generateKeys (keysize)
¢ 18 keysize fENHIN, E=E—II L AFIFAH
o FAIR sk L2 RF, FRXEZ—RER,
¢ 1358 pk RAAZRAILAIXEIRY, ERERREIHRINES.

— sig = sign(sk, msg), ERITTE
+ IB—ERiERmessage FIFASH sk fEAEIN, WiHE £&sig

— isValid := verify(pk, message, sig), ISUEIFE
+ BT E—ERERERERESAHIEGEN,
o MERIREIRE, IEASEEL; BN, IBASENEE IR,

42




HFEBRE

HEIRFRMNMERBR
- BNEAR] LUET O

¢ verify(pk, message, sign(sk, message)) == true

— ERNAEE
;‘gﬂj%::l

- s MERINEREAZENN, TERTETR

— WESHZRYEE message K/JM

43
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tbisThARER

- BE TxXBEER

ST Tx EAET5HY pk Bl

b sk 43

Sign(Message, sk) = Signature

Verify(Message, Signature, pk

pk: 01000010 ... pk: 01000011 ..
[sk: 10010001 ...| f@[sk: 11011100.. ]

Charlie

44
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EbisheE

I ERIE, BhlkDouble-Spending

Ledger

Charlie’s running

. Alice gets $100

. Bob gets $100

. Charlie gets $100
. You get $100

balance

5. Charli
. Charls

. Charls

ie pays Alice $50 —
ie pays Bob $50

» $100

—> 350

——> 50

le pays You 520

{ 1

f \ v r € o - WS b e |

} ( )Jveradrawvwn
“\ ,," \ \ .\ ¢ §. i)




tbishrh: X3HENSR

JTA?

— Bitcoin HPBESFHMKP —— <pk, sk>

- HitAPEREIMER, FHE—1 pk IRIET : pk §ia]
LARFZ—TARED

— LASHHPAFPRISD: L = Hash (pk || x)

EF MBI ETE
— FERTESIFTRIBBHS 0

¢ new <pk, sk> = generateKeys (keysize)
- B, —PAHLIEZA <pk, sk>

+ Not strictly anonymous: pattern analysis

46



Everyone Creates its own <sk, pk>

Any problems?
— Is it possible: two pairs of <sk, pk> are same?

— If yes, someone can steal other’s coins, by keeping to
try <sk, pk> pairs, until to find one

Theoretically, it sounds a good idea !
Don’t worry, it iIs impossible, in practice.
— Probability of success is too low: Y2256}

Randomness matters!
— A good random source determines security of $.

a7



From Cryptography to Cryptocurrency

= ¥ (GoofyCoin): @RI

— BERAYFINL: AP eIpERYEliEEF T CreateCoin[uniqueCoinlD]
— EERATAN2: AP EEMELEMA, YEdEEERe
SEmBA: “transfer a coin to X" (X is pk)

_ télzlu IL?\’?

+ INE{FDouble Spending:
— P ARILIEREEZ 0

transfer

o AR FCIRSIMEEED

o RE coin NEEEIEIS
Bitcoin {Rizir, (HEARZE,
N EDEE

48
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Y

i CHAAHZE A

S T 22 I S B RS A A B

4

i CHRAAZE A

beaiin| uniqueCoinlD |

SASIE
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From Cryptography to Cryptocurrency

W4 (ScroogeCoin) @
UETEE, HTRANELINAE

[ 7|<}Eﬁ J’Ebnazkﬁlj

38 A VAN
— FEHS: (NEWKE (append-only ledger)

¢ (RUEE AN ERNEEREI K AIRE T K
o IKEEWEREEIEIN, ABeMBRFIIEM

— revs \
— AR ERhE
H (
Z IS AR Z G TE £ Z RS
H(" H(') H (")
Z51D: 71 Z5ID: 72 Z51D: 73
<— ] <
g K—% H—%

49




From Cryptography to Cryptocurrency

AW 2—Fhas5 . CreateCoins
— JIT_JE /)\TL/L %‘77/I\|:ﬁ

- REMWAALEED
ZHID: 13 SH) T
HRE R BF
Ee) B i g R
0 3.2 Ox... <« [l 5T 73 (0)
1 1.4 Ox... [e——EMEMIDTI3 (1)
2 7.1 Ox... [e—ERHTID 73 (
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From Cryptography to Cryptocurrency

WA 325 PayCoins
~ BN YIEZ BIRIRZ F eI
- WEFENMIRBEZRINENRZRZPHIEFER: non double spending
- ANRRBrERIMEE-—BENMEE: R8I ILAGIEH ™
— AR HEFEFEmEEEMBEIENES

2% ID: 73 KR, AT
HFERYEALBE T 1D
68 (1), 42 (0), 72 (3)
B ay BT

5 B i midsk
0 3.2 Dk

1 1.4 V...

% 7.1 Ox...

xS
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From Cryptography to Cryptocurrency

MAENT FRPE

~ RUFAK

- ELMELESTREE

- WRECEESOHAESD, NTILEEHRGHIN]

%uftlwc — B BN ST B9EK
NANFFRY Blockehain
- BRI /R—EEEHRLE Tx B
- ERIMEBI AN DB R B S 5MAY ID
— FhRFEEEET R OMRIGEL
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