ﬂ:LAB

SLAB.COM

BitcoinEfili: £UELES

e
BIZGR
RIS TR




Outline & Keywords of this Class

Part 1: Hash Pointer

Part 2: Merkel Tree

Part 3: A Bitcoin Block



Intro: What are there inside a block?

Data Structure of a Bitcoin Block

4 A 4 A 4 A
Block 5 Block 6 Block 7
Prev_hash Timestamp 1 Prev_hash Timestamp 1 Prev_hash Timestamp
TX Merkle N TX Merkle N TX Merkle N
Root once Root once Root once
. _/ . _/ g _/
Size Field Description
4 bytes Version A version number to track software/protocol upgrades
32 Previous Block A reference to the hash of the previous (parent) block in the
bytes Hash chain
32 Merkle Root A hash of the root of the merkle tree of this block’s
bytes transactions
4 bytes Timestamp The approximate creation time of this block (seconds from
Unix Epoch)

4 bytes Difficulty Target The proof-of-work algorithm difficulty target for this block

4 bytes Nonce A counter used for the proof-of-work algorithm
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Intro: Blockchain structure (Antonopoulos, 2014)

Block Height 277316

Block Height 277316
Header Hash: Header Hash:
0000000000000001b6b%a13b095e96db g?gggggggggg%mﬁ?&ﬁ?mb
41c4a928b97ef2d944a9b31b2cc7bdc4 1
l !
l ----------------------
l 1 ' Prewous Block Header Hash:

0000000000000002a7bbd25a417c0374
cc55261021e8a9¢ca74442b01284f0569

1
1
1
I
1 Timestamp: 2013-12-27 23:11:54
| Difficulty: 1180923195.26 |
;
I
|

! Prevuous Block Header Hash:
0000000000000002a7bbd25a417c0374
cc55261021e8a9ca74442b0128410569

1
1
|
1
1 Timestamp: 2013-12-27 23:11:54 |
|
1
1
I
1

' Nonce: 924591752

1
1 Merkle Root: ca1c008c26e50763e91548bb8b2
1 1c323735(73577effbcs5502c5 1ebdccTcize

AmMO>»mMIT

AmMO>»mMIT

b ] = T (e 2 e s
, Difficulty: 1180923195.26 e |
I Nonce: 924591752 .
1 Block Height 277315
+ Merkle Root: co1cooscasesoressarssanen2 L
l mmrwﬂmm1w‘m’m cc55261021e8a9ca7ad442b0128410569
- v e N - ————— — e
I L}
- e o e e e o e e e
Transactions 1 Previous Block Header Hash: :
00000000000000027e7babfe7bad39fa 1
a 1 f3b5a83daed765f05{7d1b71a1632249 !
Block Height 277315 1 Timestamp: 2013-12-27 22:57:18
Header Hash: . , Difficulty: 1180923195.26 :
0000000000000002a7bbd25a417c0374 : Doty |
cc55261021e8a9ca74442b0128410569 : eyt
l [ ————— A ..........
l _____________________ = |} I Transactions I

Block Height 277314

Header Hash:
00000000000000027e7babfe7bad39fa
f3b5a83daed765105f7d 1b71a1632249

! Prevuous Block Header Hash:
00000000000000027e7baéfe7bad39fa
+ 13b5a83daed765f057d1b71a1632249

1
I
I
I
: Timestamp: 2013-12-27 22:57:18 | . e A A e )
, Difficulty: 1180923195.26 : ! 00000000000000038388497cof2c1d
:
I
I

l Nonce 421 5469401 'e116c5e879330232f3bﬂ10645920bdf

M ' Timestamp: 2013-12-27 22:55:40
1 Merkle Root: se04914030e0ab2debbo237815

I
1
1
I
I
!
| Difficulty: 1180923195.26 A
1 Nonce: 3797028665
| 3c0ab6e09548aea083f3ab25e 1d94ea1155e29d E
U

1 Merkle Root: 02327049330a2504d 17653079t

Transactions [ Transactions |




Revisit: Data Link Tables

TR

i
EEE—TTR  |prevldata gnexty EETF—1THa

TR

null

\prev data |next /prev data |next / prev|data |next

IR @R
head
P LT
\ data |next@| FETH A
\ data |next @J aetils
~~| data A

Thett - FTHERER



Part 1: Hash Pointer

A normal pointer: *ptr = & data
— Tells you the position where a data is

head

@— AR
\ data next\ A
EBTHR
data |next @J
}\b{ data A

et | FTERER

A Hash Pointer: *ptr = H( Data)

— Not only tells you where a data is

— But also enables you to verify whether such data has
been tampered or not

[+}d
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A blockchain == blocks + chains

How to compute a hash pointer in bitcoin?
— hash pointer := H( header || body) ?
— hash pointer := H( header ) ?

Block Height 277316

Header Hash:
0000000000000001b6b9a13b095e96db
41c4a928b97ef2d944a9b31b2cc7bdc4

1 Previous Block Header Hash:

Block k Block k+1 0000000000000002a7bbd25a417c0374

cc55261021e8a9¢ca74442b01284f0569

N\ d N\ : Timestamp: 2013-12-27 23:11:54
H r Difficulty: 1180923195.26
Header eade | Nonce: 924591752

1 Merkle Root: ca1c008c26e50763e91548bb8b2
| 1c323735(73577effbocs5502c51ebdccTcize

i |
AmMO>»mMzI

...... 4— Previous block’s hash:| H( ) L

Transactions

A

) Block Height 277315

Header Hash:
0000000000000002a7bbd25a417¢0374

Body: TX || TX || TX . Body : TX || TX || TX . cc552ﬁ1021e839ca744412b0128410589

r
1 Previous Block Header Hash:

00000000000000027e7babfe7bad39fa
7 f3b5a83daed765f05(7d1b71a1632249

1 Timestamp: 2013-12-27 22:57:18

The previous block k The current block k+1  Nonca: 1o

1 Merkle Root: se04914030e0ab2debboz378rs
| 3c0a6e09548a0a083f3ab256 1d94eat155629d

.....................

I Transactions




Part 2: Merkle Tree

NOT Angela Merkel + tree

Hash
1234
5678
Hash Hash
1234 5678
P LN Ve N
Hash Hash Hash Hash
12 34 56 78
2 R VLN F IS 7 K

Hash 1| |Hash 2| [Hash 3| [Hash 4| |Hash 5| |Hash 6| [Hash 7| |Hash 8|

Tx 1 Tx 2 Tx 3 Tx 4 Tx 5 Tx 6 Tx 7 Tx 8

Proposed in 1979, by Ralph Merkle



Definition of Merkle Tree

(EFRIEFHRIEETRIZ=X M —— Merkle Tree
The Merkle tree is a way of structuring large amounts of data in the
form of hashes, and representing that data with a single hash.

Hash_,,=
Hash{Block Header)
R Hash,, + Hash,,, Hash_,, T
i t ¥ e lﬂln-rk Header
r 1 I Version
| B0
i Hash, , . Hash, ! Hash,,, i Hash,.,
Goermmn || || [omrenn || | [ Workde RootHash
[] | | [ Timestamp
List of List of List of ..-"""--.‘_L.‘_TargEt difficulty
Transactions Transactions Transactions
ot N - Merkle Root Hash +—
ock n ock n+ ock n+
/ \
H 12 H 34
N N
y S y S

Tx1 Tx 2 Tx 3 lTx4

Block n+2 Transactions



Where is a Merkle Tree in Bitcoin?

Merkle tree’s position

Xk | Xk [FEEN
| |
— gl il [X Hhash AL | L |
I |
Merkle root i) ) K : :
/"\\ (R

Hash12 Hash34

N N

Hashl Hash2 Hash3 Hash4
A A A A

Lol |52 3| | o4

Fig. 2 Bitcoin blockchain data structructure
el 2 By T X B EEL
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What can Merkel Tree do in Bitcoin?

Merkle root hash (32 Bytes)

— The hash of the Merkle Tree root of all transactions in the block.

— If any transaction is changed, removed, or reordered, it will change the
merkle root hash.

— This is what locks all of the transactions in the block.

Hash
1234
/ 5678
Hash Hash
A N /! N
Hash Hash Hash Hash
12 34 56 78
AN 7 K A X Vs K

Hash 1| |Hash 2| |[Hash 3| |[Hash 4| |[Hash 5| |Hash 6| |Hash 7| |Hash 8

Tx 1 Tx 2 Tx 3 Tx 4 Tx 5 Tx 6 Tx 7 Tx 8
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https://en.wikipedia.org/wiki/Merkle_tree

A Question: R XIREERILABGEX?

Why would we say that blockchain can prevent the Iedger
data from tampering?

— Ledger is with the append-only property

— |If someone modifies any part in previous blocks, we
know it immediately. Why?

- BN RIEHES (B 21 EE)




Two types of hash in Bitcoin Blockchain

#1: hash chains
#2: hashes in Merkle Tree inside each block body

X IR 7 6

prev: H (') prev: H (') prev: H (') 1
< < < |
trans: H ( ) trans: H () trans; H () :
VT Ty
| H()H() |
i |
| |
| Y Y |
r |
H()HI(,) H () H(
; Y . .
I / \ |
| Y Y |
| |
| |
|

27 25y 25 25

R X P BB Sy R A B (R 5E /8RR )
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A Question: R XIREERILABGEX?

When an attacker tries to tamper a block data (e.g., a Tx) |
— He may try to keep changing the previous hash pointers

— Can he make it?
¢ No, because we have the Genesis block

Genesis block Block 2 Block 3 Block n
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Genesis Block

The first block in any
blockchain is termed the g ¢ ~g ..~
genesis block. | |

Genesis block Block 2 Block 3 Block n

If you start at any block and
follow the chain backwards
chronologically, you will

arrive at the genesis block.

The Genesis Block is
the ancestor to every
block in the
blockchain.

The genesis block is
statically encoded within the
client software, that it cannot
be changed.

The first ever Genesis
Block, from the

L ]  Bitcoin blockchain,
(TR S CRTEL WY was mined in 20009.
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Genesis Block

Every node can identify the genesis block’s hash and structure, the
fixed time of creation, and the single transaction within it.

Thus, every node has a secure “root”, from which it is possible to
build a trusted blockchain.

RAW HEX VERSION
BITCOIN GENESIS BLOCK
eodsain. ad 4550 U8 ke inG se . Wi se oM e ol

00000020 00 00 00 00 3B A3 ED FD 7A 7B 12 B2 7A C7 2C 3E «esepEiy2z{.22C,>
00000030 67 76 BF 61 7F C8 1B C3 88 8A 51 32 3A SF BB AA gv.a.B.A"502:¥ 8
00000040 4B 1E SE 4A 29 AB 5F 49 FF FF 00 1D 1D AC 2B 7C K. J)e_I9¥..om+|

00000050 01 01 00 00 00 01 00 00 00 00 00 00 00 00 00 00 .s.vcvenvannanans
00000060 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 ceveevcvnncvaons
00000070 00 00 00 00 00 00 FF FF FF FF 4D 04 FF FF 00 1D  ...... YYyyM.¥V..

00000080 01 04 45 54 68 65 20 54 69 6D 65 73 20 30 33 2F «+EThe Times 03/
00000080 4A 61 6E 2F 32 30 30 39 20 43 68 61 6E 63 65 6C Jan/2009 Chancel
000000A0 6C 6F 72 20 6F 6E 20 62 72 69 6E 6B 20 6F 66 20 lor on brink of

000000B0O 73 65 63 6F 6E 64 20 62 61 69 6C 6F 75 74 20 66 second bailout f
000000C0O 6F 72 20 62 61 6E 6B 73 FF FF FF FF 01 00 F2 05 or banksyyyy..o.
00000000 2A 01 00 00 00 43 41 04 67 BA FD BO FE 55 48 27 *,...CA.gSy°pUR"
000000E0O 19 67 F1 A6 71 30 B7 10 5C D6 A8 28 EO 39 09 A6 .gii}q0-.\O"(29.!
000000F0 79 62 EO EA 1F 61 DE B6 49 F6 BC 3F 4C EF 38 C4 ybaé. apII8%?2Li8A
00000100 F3 55 04 E5 1E C1 12 DE 5C 38 4D F7 BA 0B 8D 57 6U.&.A.D\BM+Q. W
00000110 8A 4C 70 2B 6B F1 1D 5F AC 00 00 00 00 SLp+kfi._"....




Part 3: A Bitcoin Block

What does it look exactly?
— {block header} {transactions}

What components?
— Block Header: {version 4B} {previous block

hash 32B} {merkle root hash 32B} {time
4BHbits 4B} {nonce 4B}

— Transactions: a bunch of TXs
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Size Field Description
Block Head

4 bytes Version A version number to track software/protocol upgrades
32 Previous Block A reference to the hash of the previous (parent) block in the
bytes Hash chain
32 Merkle Root A hash of the root of the merkle tree of this block’s
bytes transactions
e version — 010000 4bytes Timestamp The approximate creation time of this block (seconds from
Unix Epoch)

e previous block hz

4 bytes Difficulty Target The proof-of-work algorithm difficulty target for this block
00000000000000000

4 bytes Nonce A counter used for the proof-of-work algorithm
e merkle root hash

3ba3edfd7a7b12b27ac72c3e67768f617fc81bc3888a51323a9fb8aadblebeda

e time — dae5494d (1296688602 Wednesday, February 2, 2011 11:16:42
PM GMT)

e bits —
ffff7f20 (7£ffff00000000000000000000000000000000000000000000
00000000000000)

e nonce — 02000000 (decimal 2)
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LSkAS

Hash Pointer

Merkle Tree

What is inside a Bitcoin’s block
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