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Outline & Keywords of this Class

Part 1: What is Consensus



TARHIR?

Definition: Consensus IS

— A process of agreement between distrusting nodes on the final
state of data.

- MEEDRZIEHMETENRZINSER—EEIEE.
To achieve consensus, different algorithms are used
An agreement

— between two nodes is easy;

— It becomes pretty a challenge to achieve consensus among
multiple nodes

Distributed consensus

— To attain a common state/value among multiple nodes despite
the failure of some nodes
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Phase 1: Phase 2: Phase 3:
Request Pre-Prep. Prepare Commit Reply




AR XRuEAYIA?

It IS the backbone of a blockchain

It provides decentralization of control through an
optional process known as mining (iZf)

Not all consensus mechanisms are suitable for all
types of blockchains

— Public permissionless blockchains: PowW (I {E

=yilaz)
— Private blockchains: Proof of Authority (1E{IIE
HA$LIR)

— To choose an appropriate consensus algorithm
for a particular blockchain system
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Requirement of LRl

— Agreement jApgIEiR
+ honest nodes decide on the same valueEJ{5T S REREE

— Termination aJ#&1k1%E
+ honest nodes terminate execution of the consensus process
A=BANFTEABIN

— Validity &ixlE
+ agreed value == initial value proposed by at least one honest node
FRHRNERE, SMERRD— 1 IET RIZINAY

— Fault tolerant BaTH

+ should be able to run in the presence of faulty or malicious nodes
(Byzantine nodes)E HIEIRFIEE T AT LUETT

— Integrity Se221¥

¢ no node can make the decision more than once in a single
consensus cycle;gB— N KRB LAEERNHIRERIP 2R MRS



551 : FRNE

HEERRRTHHIZE, 817 LEBAHIMERE, ERFCE
W B A




551 : FRNE

PRIBEIETE IS RBPB/ARQVARIESTHRERHETF.
Lo ABRAMBRERZARIAT. ABHKE.

R
KRR BIX 418

AT iR




Agreement ixpgitiR

RIAfEEE, XFMEXRWBFBERHEENG, EBIERZF
EVLPRB—FHRKAFEHANINE, RIEMBETIHCHT
MZTIESTR—F7EW,
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Requirement of LRl

— Agreement jApgIEiR
+ honest nodes decide on the same valueEJ{5T S REREE

— Termination aJ#&1k1%E
+ honest nodes terminate execution of the consensus process
A=BANFTEABIN

— Validity &ixlE
+ agreed value == initial value proposed by at least one honest node
FRHRNERE, SMERRD— 1 IET RIZINAY

— Fault tolerant BaTH

+ should be able to run in the presence of faulty or malicious nodes
(Byzantine nodes)E HIEIRFIEE T AT LUETT

— Integrity Se221¥

¢ no node can make the decision more than once in a single
consensus cycle;gB— N RBILAFEER N IR EHRP 2R MRS



Purpose of iiRfli#l

All consensus mechanisms are designed to
— deal with faults in a distributed system

— allow distributed systems to reach a final state of
agreement

: ﬂfiprepare@.,: i RTINS S | i 4&%{%2*f+1/\C0mm1t E
Eﬁﬁg@ : : Ja, Bl & Commitf) : LEJE, XA
T X

node 0
(leader)

node 1

node 2

|
I
I
node 3 i
CEETR)



Types of HiR{Fl

NS
- HLES(E2E (BFT: Byzantine Fault Tolerance)
— MSAIXHEZ (LE: Leader Election-based)

BFT-based I(;egader Election-based

Phase 1: Phase 2: Phase 3: PROOF OF WORK
Request Pre-Prep. Prepare Commit Reply
I 1 1 1

eFA

C

SO

S1

S2

S3
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(Supplementary)

Permissioned / Permissionless Blockchains

— Permissionless
o JIFANERI LSS, 8155882
o Z5EZ A FEEHUEE
o X0 "EBURNALE

— Permissioned
o T—HEARY. BRI, BEEEI
B T X RGERTIRE
o EB—FERIEE
EEISH JLShHETT
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HiOiN%I2£8-1: BFT-based

ETEESERE, HIaNEtoIafmREe

BT NMEERENTRAR, XETREAMESEHY
:\ 4 E
/ % a3

e, SEEI—EHEERIY, MESERIMY,

Phase 1: Phase 2: Phase 3:
Request Pre-Prep. Prepare Commit Reply

{fERa? i
- EPENEERNEENRT |

- (BRAY RIEE
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HiOH$I2B-2: Leader Election-based

EERTRSSMSANILSE=F

RERENT RZBERERRE
— e.g., tUIFMBY T /E=IERT

~rh J5 0
TR PROOF OF WORK

— ¥ B
P
o4
w

- itEiE
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Outline & Keywords of this Class

Part 2: Why Bitcoin needs consensus
& What can consensus do for Bitcoin
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Outline: Section II

ACTERI LR

o BHRTEIA

o UTXORZHIRE
o ZHIE_RicH
o T{F=ilEBB
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ELiSHILRMNH XEEiR]

- LUISHBRIEA SBIA: AFABERR
- UTXOXRZIRE 3ZHHRSS

- HENNZRERICE CREE

- IT{E=iEaB(POW) (S{EHIN
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AIFEIR?

MRZNRE, AHRESETAERTE?
— — RN (e.g., a Tx, or a block) J1&H %,
1 _ALIQEU, __A/RLIQEU

— 1E§§IJ'_AZ€1_1E2E L, BAS?
o BIIBAZE: — coin 1ERAIR
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HiRNEl: XReEAZOEIZE

ENX:
—MZHMENS, BFinEZS '57’5 IR EESZAIME
—sEE BRI, BiiasiniT

21



HHRBIEINEIS

FIERATA A TP B A AR PIRR) (WS

MREIEE(T)
{EFAEMSHII AT ETH—ERIRA (3

(RN IHBRER])

rge. () Lk

DENEERIRIN LERRE, 25 WEiERa" (Gambler's

Ruin problem)

RERRB NI G AR —IRNEEIX MEER

il

'-.ﬁ AN | AR AR

o=

BABRNFE R, —EESSEE

X




N EISFEIRSFfZARS X (Byzantine Fault Tolerance)

Nl

Pt

The Byzantine Generals Problem e A
4 =2 2o LIESSHE
No, wait! - BRIRE—TKRSE

Surrender! o 9\31 1/3 E’\J%'—ﬁ % 1"5%&%;&
v . RAIEEAARORE (KRGERE)
- AERINERIER (DF10055FE)

request jpre-prepare; prepare ; commit reply

\\\:

3 (5%} (%] i (=] (@)
i
ot

F+1 MER

BFTEELESZEE: Lamport, Shostak #1 Pease F1982FM—m= AL LHG| A\,
Miguel Castro ] Babara Liskov fE199945F42H PBFT, UL TS kRATE S,

LiskovF-2008F5£1E T ERIZ
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https://www.microsoft.com/en-us/research/publication/byzantine-generals-problem/?from=http://research.microsoft.com/en-us/um/people/lamport/pubs/byz.pdf

HoESER=RHHEXIERRZS

2013FERIREE
HRHFR
Leslie Lamport

Lamporto R ITHEIBICERE 1 X[ 1FRIVEM,
ftB1E1978F AR (DT EFRMAIATE].
AtEhEE{4IERE (Time, Clocks, and the Ordering

of Events in a Distributed System) ) pAitE
MRS E#5 | BsZRINE. B "FHEARRS
BIHSESIGUE" TR 7 ORI,

i, Turing Award
winner (2008)
bara Liskou

20084F, &ML= (ACM) = fiiBarbara
NMFEFFE R E, RS X
THES S5 ARG, Fral 2SR S .. B
%[iﬁj\fﬁﬁﬁﬁéﬁﬁiﬁ’ﬂiﬁ%%ﬂi@i@%ﬁtﬂﬁﬁﬁ@ﬁ
R o
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http://research.microsoft.com/en-us/um/people/lamport/pubs/pubs.html#time-clocks

EbishILiR ]

~—HASTESBIEIA SHATRIA
+ UTXOZZIRE! RZRSS
- #EXRBERICR ICREE
- T{E=IEER(POW) (SN
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7R XSS FIHE

O LSRN

1,80 | seu
y === 2 BB EM TR
RLBIERR : B STIX R P s lscaiReias
e & x : Seal TxPool - :_‘_
4, BITEHRR — l 3, EARSit
. i%iﬂ.’:ﬁﬂ& : ggﬁi% o |1 2278 ‘ 2 B e -

- FTEHRER : ZHTE , TREHR

e S

. RBPITHER | TR, HIBREE =1 |
. IR BRI, KRSHIE | =t |
B L

@ FISCO BLOS
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FISCO:i%EA
|| #7emin: RRTELIRESR

DR ;
i HAR R |
| S ;
i (load transactions) Sealer !
PEATAL by : TxPool | PBFTSealer | RaftSealer D_ﬁ%ﬂ'{ﬂ. :
) | 55 5
: A 4 !
i Engine b LI i
: PBFTEngine | RaftEngine Sy :
g )i RO !
! P A X E
i % BRI |
| ja, e 1 ;
: 17 ;
. Y I
5 P2P BlockVerifier BlockChain ;
| (F%) (K A758) (K HE) ;
WeBank
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FISCOSEE
7R 2538 (LAPBFTAf)

PBFT Sealer Thread | — —- N R

Blooi]  Obtain the [ (ooiooimmmzsmssssssscosssoocsooesooososoooooooeooooooos | 1. FEEEFRRYZSIR: @IS X B4 (BlockChain) $KEY

! Block . e
Chain Wi Transactions He:(cler The highest block n | %ﬁﬁ%%ﬂ% , #E?ﬁ%ﬂ%}""ﬂfﬁ-‘ﬁfﬁéﬂ%

] n |

| |

i G’opulate ! T o A e NI
ooy [load transactiohs — | 2. MRZiFI8ARZ: EM=RE, NSl

xroo i YEAU RS Nt an AZS =z sz

25 Bt d Empty Transactions Hrff?er Populate an empty block n+1 % Elzpiﬁgl)(% ! #4%57(@5?)(%?%)\%”# SEE’J;TJ:I:

! C Seal i

! ! ; 5 . o

! — | 3. AR SealerZiZf IRERIZE, KK

| - o | HRAYTEE (SealerFER)ENBCHRS|, FHiR

! Transactions Header | Seal an new block n+1 : Ry .. I

' ntl | EHENRZ IR LFIERZH

T A transactionRoot;

; Generate Prepare Packet :

é Prepare Packet E 4 FEPrep areg )I%gﬂ%ag;%ﬁlzi;&gﬁﬁgéu

' (Including to sealed block n+1) ' Pl’epare@P\J ’ J\EﬁPBFTEngIneﬁﬁﬁrfﬁﬁéﬂ

WArEHIRT R, HEtEiRTH SlEPrepare
BE, FERHIT=MERHEIR

WeBank 28


https://fisco-bcos-documentation.readthedocs.io/zh_CN/release-2.0.0-rc2/docs/tutorial/key_concepts#id3

rISCO:ikEA
| szesmin: perTtiRgE

o [THEREL, =R, SRS REE

: ﬁifﬁprepare@,; : WA 2 * 1 PN 44 : : W £ i 2*£+1 > Commit E
JEE K-S0 JE, 2 Committy | | BJE, XBuEE
FT 40, X He pre—prepareﬁfl\ﬁﬁ“ L Preapareffi Bt ! CommitBi Bt
node 0 | : :
(leader) ! i i
: 5 s
node 1 :

WeBank 29



#FERIR: —IXPBFTilfIIE: RESHH

i Eﬁ % | [\'%1%' ] 15*
7~ E( Z{ ﬁ@

J

‘e ‘o ‘e ‘e ‘e ‘e ‘e

/

A .le 2o 2o 2o do Ao

{ P PP

(RY: ®PMERAZEFAS)

FIAICIKESIR, B—H RIS LR A IR
ENAEFTE, THERE

(RE: AZLFHE AE/RMWAERS)
Fﬁﬁﬂl’m%%ﬂﬁ HITIRE (KBRS,
EITE04%) | %‘BJ_JIEI’JlEZitH FERE,
B2/ T—i

@A : KFIREBE, HARIRSNWAER)

FrEICKE R LIZiRS, WREIg2/3
AFRTEZ, WIRSEFME, HAT—5

W
ATFEREHIEKESIR | WISIIRTIEERN | ShTIRIRIIE |

ILRRIE | W*ﬁ:ﬂiﬂ] | I1&ifE | BITEE | RIRFEIZIRE |

EESTRAHEH | MEIHRAX | thinER FRIBESIRE
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TRANSACTIONS
2RSS
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KRB

<+ YA —SERE BB NIE?
o0 FrEEEA (£8)
o BEE0iIBEE

o0 HRXBA=AEIR—EEE
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PR -T@IA

Alice ££5 Bob 54\h, fEaJLAABIABRISAHIS?

- B—ERXZEUSMEENLE (HERRE)
» NRBOZZZWANRIT, ([REREABENAYFATE (E3)
- B, R(REEZZIBIARIFAIE ......
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UTXOZZ 53 1EE

~ EE0HIANEE
» HihZZAEHEIR—EEE

» BTFRSHFUOMERITIEEIE, SERBITHERIKFPERAR, U5
Mm{EAT Unspent Transaction Output (UTXO) &R

+ A—EReREWE—ERZF

o Unspent Transaction Output (UTXO) : REZEAIZH
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UTXOZZZ =8

» (55 BEKEIASEREREE

, BIXRZEOHNERRES D

» UTXO: S—ZWEIASIFE—
RERE, SRBHBETE—
SMEEHE

Each input spends a previous output

The Main Parts Of

. Version | Inputs Outputs Locktime
Transaction 0

pd

Version | Inputs Outputs Locktime

The Main Parts Of
Transaction 1

Each output waits as an Unspent TX Output (UTX0) until a later input spends it

SEBERIZREESZITRIAA “UTXO” LALERFRRT “UTXO”

i SR ZEA DRI, &/\FIRAIAYE satoshi, ZF-0.0000001BTC
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UTXOZZ 53 1EE

Each input spends a previous output

The Main Parts Of

_ . Version | Inputs Outputs Locktime
Transaction 0

i

Version | Inputs Outputs Locktime

The Main Parts Of
Transaction 1

Each output waits as an Unspent TX Output (UTX0) until a later input spends it

» UTXORZZIRBBR PN :
RAS +Input: REFEZZUTXO + Output:SZ{Jitilik Rz 4iE +
SERIIE]

- Tl
ZEMMBNURmA, BINXZHESESHIIEENER, B3
ZicFalifiR, iE%E@’l\l:M%‘FEéGA “HeE" FIRBIERE "EAN”



UTXOZZZ =8

UTXO: MEtEmBEBEmEL,

B ZE TR "thismhitl
E" B9 "BRERIE" LXXE=F
me
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UTXO3Z 57 3LH)

Transaction A

Input

Input

\_,_'>/

Output (100)

Transaction C

Transaction D

Input

Input

T,

Input

Qutput

(change - 49)

Output (101))

Output (101)

Reference

IMNE IhNF

Transaction B

o INEEFEBNF10140LLEH, FLE
2 LLiSH:

O—S51004MEL15H (BELHRY)
O—SE504M ks (J88)

Input
(generation)

Output (50)




UTXO3Z 57 3LH)

Transaction A : Transaction C Transaction D
Input Input L — Input Input —— L — Input
Qutput
Output (100) (change - 49) [ QOutput (101)) Output (101)

Reference

hE I©hZE

Transaction B

- INEBELRIFT10140EH, FAB
25ELbsh:

O—551004M b5 (BELSERY)
O—SE504MEbssmh (1281)

-+ 101=

Input
(generation)

Output (50)




UTXO3Z 57 3LH)

Transaction A 5 Transaction C Transaction D

Input Input

Output (100)

Output (101)

Reference

Transacton B - INEBELPIF1010L5H, FLE
2%Lb4ST:
e O—S£1004 L5 (BELSRR)
O—SE50N kST (1380)
N * 101=32{¢ (100+50)




UTXO3Z 57 3LH)

Transaction A 5 Transaction C Transaction D

' [
Input Input +
/ ‘

&_/3/ Reference

Output (100)

Qutput (101)) Qutput (101)

I-j i IJ \7#:

IMNE IhNF

Reference

Transaction B o IJ\EEE‘&Q%’ J\E‘I 01 jl\tB%Fﬁ ' $§ﬁ
25ELbish:

O—551004M b5 (BELSERY)
O—SE504MEbssmh (1281)

Output (50) ¢ 101 =§1q (100+50) = ﬁg (49)

Input
(generation)




UTXO3Z 57 3LH)

Transaction A 5 Transaction C Transaction D

Output (100) Output (101) ‘
IJ\E IJ\$ Reference
- INEERERIMF101A MRS, FHB2
Trnsaion B Etbism:
. O—S50M LT (125)
- 101=3Z{3 (100+50) - L= (49)
- NFRRAILBEE IR 0 ML




UTXO3Z 57 3LH)

Transaction D
] — | — |

Output (101)

Output (50)

A S

o INEBERNF1010LLSH, FLB2E
tbism:

O—S510040 ks (BESRRY)
O—SE504 tbis™h (32H)

- 101=3%{3 (100+50) - T (49)
» INERETLAEEESZ LR NGK 1 O T A ELtST




UTXOIRBISE

Transaction view information about a bitcoin transaction

T5eb73a617e1aaef1a187d% 19bdaee c38476e1399%8cablf95e9e5e83bd4b7

1KoFB5SQq3kPZ8z6KFt97aTEQW1js75SS = 1NEFQJ6rQNnRaUtQwaxu8dV14McHMzFfC5 0.065773 BTC
148mARsoudWiUdJi9sDoUa9tRtfogMGNdz 13MbEETZszRA2tF5s6MGxVtK4P5vw7X8W8 0.00010771 BTC

0.06588071 BTC

Summary Inputs and Outputs
Size 436 (bytes) Total Input 0.06598071 BTC
Weight 1744 Total Output 0.06588071 BTC
Received Time 2015-03-24 00:08:11 Fees 0.0001 BTC
Included In Blocks 348915 ( 2015-03-24 00:12:26 + 4 minutes ) Fee per byte 22.936 sat/B
Confirmations 176377 Confirmations Fee per weight unit 5.734 sat/\WuU
Visualize View Tree Chart Estimated BTC Transacted 0.065773 BTC

Scripts Show scripts & coinbase

3kiE: blockchain.info
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—tSTREHBIRA SHBTRA
— UTXORZIRE RZHRS-
- EXRBERICE CREE
- TFEIEBB(POW) (SN
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RECORD
ICREIE

46



iCR: DHIVEERE

« ERDTIA, X577

=
XX/

S, W{IEFERRZICR?

< WMACRIZAZ Z MK AR BT A e ?

© Nadir

. Max -

Sender |Recipient Amount

(BTC)
y N ~ A
£ _-" Max Nadir 05
- Gloria )
Aparna  Gloria 4.2
wyy .
y . e
/ //
? x _
:'f \‘.‘
~ Philip
% /,."
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icxk: AABBRTT

» B HNE ERNT REEE— D BRI

Sender | Recipient Amount e N
(BTC) | - Sender  Recipient Amount
Max Nadir 0.5 1 Nadir | //' D (BTC)
Apama  Gloria 4.2 \ 4 \ 7 |Max Nadr 05
A 7  Gloria Apama  Gloria 4.2
S \ y
\ Yy
Everyone stores the ledger
Max
__//;. ™, '\
. v N
Sender Recipient | Amount / & \‘.,
®T10) | " Philp
Max Nadir 0.5 N \
Apama  Gloria 42 T h / Sender  Recipient Amount
: y N Sender  Recipient Amount e . (BTC)
l-"' A | | (BTC) Max Nadir 05
parna Max Nadir 05 Apama  Gloria e
'\\ /,-"' Aparna Gloria 42
\\\\ ///.'
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ICHRET: XHbE

» E—EREER— KR, KRECREX NIRNNSSES,
RS R LR BT 12 MR D, BRE T X bk

Sender | Recipient | Amount
(BTC)

Max Nadir 05

A Glori 19 Sender | Recipient | Amount Sender | Recipient | Amount Sender | Recipient | Amount

pama  Gloria : | (BTC) (BTC) (BTC)

Phiip  Gora 23 Batching Max  Nadr 05 Philip |Gloria |23 Nadr  Apama 03
Apama |Gloria 42 Max Philip 32 Gloria | Philip 17

Max Philip 3.2
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AGREEMENT (CONSENSUS)
FiRt Sl
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e33R0k 3

 FE—RRHIAE

XR3E I, ANMANARKIL

. )j 7 \ghﬂlﬁﬂh

= NERFMXRE LAY
REBCKA, K-

4

~ Gloria

- Philip
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A PRI

+» Double Spend Attack eI

i // \\\\
Nadir | A
,-"III y '-.\\
b ! = |
A o ~ Gloria
f// N
. Max
Q y
|r{. . \II
- Philip
\\ /_,f'
.f"// \\, T
~ Aparna |
N J,-"II
R __ 4
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.i)} g
Seny uNS

» GloriaZghzgAparna 10N

¥, EITEMZENadir 10
NEET.. BRtEHER
104 EEss™

=+ GloriafHT AR E WL T

+ BEHENNRICRIKPE
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FA = IR

+ Double Spend Attack EEE . GloriaZh¢5Aparna 10Nt
5, ERENZSNadir 10
M. BRIEERERE
107 EBtE™

=+ GloriaBT AR ENEIE

» AMAPRIERX P IR0 iSRRI
EAFEXMEEITA?
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FA = IR

<+ [FAISFSEIIE

+ R8BI REPIIZARE
A
Sy f x RPEE
A . Gloria N
A / O Hﬂﬂﬁﬁ)ﬂ J&‘f TTX:T:
T \‘M_._ _ N e o —— 32
0 SRE—EHERER, X
\x 4
/..f" "'-._\..

X4

&« RS . (RiERRE T AR RS
A -
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FA = IR

<+ $ELEWTE

.
' Nadir © BFE, HGloriafEEi T
< ?_EHTJ, S EMREFIEEEE
' SIZERS.
Max
A4 - > TRENNE|ZEARRZ(ER
{/ \'\. B—ELtbismiY, =X
~ Philp GloriafYi2 =R HR I E,
_.// - N \\“ - d
Aparna I
\\\ //f"
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FA = IR

+ Sybil Attack ZSEBRINE/LBIE

N

» HARMIEAZHUOECHE
BIRSS

o EIEZSESDAMNRIE

0 ZESNERESEIRE
Yl
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FA = IR

+ Sybil Attack ZSEBRINE/LBIE

Crawling with a Sybil Attack

» HARMIEAZHUOECHE
BIRSS

o EIEZSESHNNTRE

0 ZESMERESEIIRE
F]
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FA = IR

+ Sybil Attack ZEB{RIGEH

« HRMIEAZTHOEICHE
BIRSS

o EIZZESHMNTRE

0 ZESNERESEIRE
el

+ GlorianJLASEfTFZEBIRIN
&, MmARIFaINETh
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FA = IR

+ Sybil Attack ZEB{RIGEH

A
| Nadir |

N 4

» [RE: RRILFLERS!

« EMCRSHDIRZRIING,
(RAZERFHITIRR

+ IR
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T{F=iiEap

Proof-of-Work

/ N

N RilFHFE



POWRFH

TERERE (POW) , S5 Cynthia Dwork &l
Moni Naor F 1992 :—E’J—7—7|<153‘ZT H, mI{E=utiB—a
MIE7E 1999 £ Markus Jakobsson 5 Ari Juels FrkZE

CRYPTO 1992

or
Combatting Junk Mail*

POW SZE#FE -BEJHEZ@HERBZ- (DDOS) . REzRHRH

E— LRSS IR ARV STRITR
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POWRFH

E—1"POW MNBEEZE1996%F Adam Back FF&HY "Hashcash" WA, T:,“
AT {EEUEBRHRY G ek mfed, REXtiEENARE Hotmail,
Exchange, Outlook ZEEEABARSS L.

B ERERTEWEIRIHMA4ER(EREE PoW M4 (HBE) , Eban
Receiver@ B E&IEE FHR4AY Sender &8 &— N "tRERIA" .

g 1. compute E—
2. solve 3 send
4. verity

Sender Receiver

ARG SR MY RIE B EARERIERMG IR A A EANAT 1T,
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POW in Life

o (FIBEI—RABIEILE, XRLBISIHRI LS —ERAYia],
NElSE 2RISR EEJ% SEREMR, XEREEIRIRY
B2 RV T{E=uERR.

o HELKTE, ELATERHNBL, &
UEEBEEXEHIERE, EEERYEEEN
Fe E’J%ﬂi:&?ﬁ% HLo R ZreieE
EExEEéﬂ’J)% MIABALUEMEIEE
uEH

v AEZ5ER
v B
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T{F=iiEap

+ Proof-of-Work T{E=iERB

: //'( \\\ /
< Nadir
X /v‘
o Gloria

o BITEHERIERER— MR
KSR ERE (BlCHiX)
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T{F=iiEap

+ Proof-of-Work T{E=iERB

" Nadir

R RES R A
ERIRE, LALEE R
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T EEENRNEE

¢ BfEGloriaBZ 1" By, 1
FOSMWEIRMTERIER, M
MARUEICIKAY N IENE

o BEHERRGIEE. RN
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JUEREK (AIIiEK)
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"TEE" FTFICHN

» ENMFTFICHRIZERSIEN 1diE, BMELLTS
hR{THIZE

s HEH FTFICHNERR
18Lk7§ﬂ B: AT + XRFLE

— RZ AFZFEKN
- iéiiﬁtl:.‘i‘l‘%%%’iﬁ%—ﬁ\iﬁﬁﬁ SRR IR IS AR
— IRAEERRATS A
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POW 21"

¢ B ESSERPSTHREITS, BTSRRI —RE
ROELHS TR

» 810 FWEAER—PMAREE 1 MB X/MIKR (IBRTIX 10 DHRAKAE
RYBEIETRIAZ ZAE) |, RERREIXBGEESS, S MXRAAINIRE R LISE!
25t 6.25 PMELISHRIRE (ZREMEFAXRARIE—NRE, —EXHRER
ZeeER) . LIRRFMINRIZZS LRI TRS 28R

» i SPXRIIRMEDR 50 AT, 88 21 BARREES, Bl 4
FRIE), RLEE2T40EHTHEBERER 2100 B4, R, HERHE—
G
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POW &73

BT Hash MEEHN SEN FTESARNITE, SRBIE—BHEN, RAGhEE
ISR, RidR, SEOSEA RN, IR RO T TIE
g XHEET. NEEASRESEE, TS EARYSREE

+EBAY CPU (2009 &) . ZUE3RAY GPU (2010 &) #0 FPGA (2011 &F3K) . ZIiGE
RIASIC &4l (2013 &%), BrIEFEHEXEWHRIZX Hash i18) . BEIIIER
S HERSEMT T (S5 & F2Pool. BitFury, BTCC £)

+#%1E1/5/2018, £NIIENE@EIEFV2.6*10718 jX Hash i+8, #EidtHFR 5005 ELH T
NS EFRI10045!
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R RS R = A T(ESIERR?

» MERIRTTE R E R T A4 -
- AEZ5%k (RIPFELIES)
- BZWIE (Bt SulRERARSESE T TES)
- TIFEREAF ((HIP B IERIER)
- ERMENE (REokia, REEMRIESRTTSSMEEENK)
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Blockchain

» RIRGETEN

IR B S &R X R AIRFFARIZERI S TVAE S R HI— sz 2R LSS

Hash of block i-1

Hash of block 0

Timestamp Nonce

TX?‘ TX2 ==« TXn

-

Timestamp Nonce

Hash of block i

- —

Timestamp Nonce

X 1 TX£+--TXn

TX1 TX2 ==«TXn

<l

Hash of block i+1

————

Timestamp Nonce

TX1T TX2e=«TXn

Block i+1

Genesis block Block i Block i+2

XRER— 1 B HANT EE NI E IR

7H BT TRERERMYAI—ERKA

TEEY: 8 P XREEEHR—XIR "E—RHE5"
ZoEEW EHHash (15%) SEiERERERIE
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Hash function

«» HashiF#{
o [EREAMGIFEEMPEEAEAR
0 EEBIERKEREERE (BX) BiEERENLTREFFH (Hash(B)

+ FlamTE—EE “hello blockchain world, this is chuan@sysu” g3
MD5 hash B9 ¢36c8db7751921054b374a21a22015a2

Input Hash sum

Hash DFCD3454 BBEA788A

Fox —> function 1 751A696C 24D97009
CA992D17

The red fox Hash 52ED879E 70F71D92

runs across — ™ ¢ ction |—™ 6EB69570 08EO3CE4
the ice CA6945D3

The red fox 46042841 935C7FBO

walks across — fHai.h —»{ 9158585A BO4AE214
the ice unction |, | 26EB3CEA




Hash function

Hash ¥k A LU T4 4

Ok R pis: 45 5€ WISCRT hash 5232, 72 BRI R A RR B3R N AETHEL T hash (H
O AU IRt G BB mE &, 74N hash (B KM IZAA IR KAF
Ol (A 25 e by Ehash fE, TEAMRISEINIRME (REAATTHE) W0 WL

: ARMESK 2P BN A FRIRIIASC, (75 E11H) hash {580 CRAEM )

& X BLaE A — K EEMD5 22 4P B I I SHA2 R FllHash B v .
OSHA2 25114 i ffihashfti E K, SHA256, SHAS512..... 55X Fhash¥ &

[N¢
Vg

hash = (Z aln]s") mod 231 SHA256

n N K
X

Collision resistance

Fast calculation

Y

SHA256

]

334d016£f755¢cd6dc58c53a8bel
83882f8ecl4f52fb05345887c8
aSedd42c87b7

Preimage resistance
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Hello! .
\ |
SHA256

\ /¥

334d016f755cdedch58c53a86el
83882f8ecldf52fb05345887c8
abedd42c8Tb7

Second-preimage
resistance



Merkle Tree

» Merklef), XZISEM

o B M_XH, H—MRTRA. —?HEPI‘EU FI—EM T REN. &
TEHAIMTRE2F 11%*51})%_32 IBHR{E, BITHEITRARENHENT
BENSHREE, RPAEERCRmN T aNSIAEEER

Merkle #¢

Root e - o 5

Hash(N4+N5) *E.p N

/

N4 N5
Hash(NO+N1) Hash(N2+N3)
NO=Hash(D0) N1=Hash(D1) N2=Hash(D2) N3=Hash(D3)
DO D1 D2 D3 Data content el
HE=R

« [REEIREHTZD), HBREHRIELITR, —EERTA
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Merkle Tree

& Merkle Tree XZRARIHITECITUAREGUEANE, EAMBEEXSE IS UEAIN 3%
St $FRIRESHVIAMNE FHITEEXIEIGIERT, Merkle Tree& XK,
DEIEAERIELNITERNERE,

Prev Hash | | Nonce N provHasn | | None \ Prev Hash | | Nonce Ve
Merkie Root| | Tmestamp | J 2 Mierkie Roof| | Timestamp Merkle Root| | Timestamp

Hasn Hasna3 | Merkle sranch for T3

Hash2 | Hash3 I

™3
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Mining Is a process by which new blocks are
added to the blockchain
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JEh RIS

BNz I8 5858
ERFRAYISIET A3 B A IMarkle RootfE, 1N_LI5EMAI—AEENES
Nonce, HBINLERIE, —EITRE—MEEFHXR, 1LEFHXERAY Hash
BENTEERFRMNEPEER— 4. XE—EHERZA TH "TTHER
T RXANEGEVN, TTEEREEE, (BT HashREEFE)

SHA(Markle Root+ +HJ[E]+ Nonce) < N8 12
%I !
s ngwm 7] e ] | sy [ (ene m]jj;msmw g

Merkie sranch for Tx3




JEh RIS

. BfNEEIE: s5ama | A NRRERY R AISIET
IR ZAEAIMarkle Root{H, BIN_LIBUE—1MBENEINonce, BN LRIE, —&EF]
BE—MEEFHFXR, 1EEFXRE Hash{B/NFHismMEHEEN— 1N, XE—a
EEZSAT TH TTER |, XPNEEN, HEHEE., (EFHashBEdFtE)

« SHA(Markle Root+ +A3[8]+ Nonce) <ENNEL: 120 BLIN

“0000000000000f15673f1354" "0" RZIBHAIM T I=0 HE

( Block 10 Block 11 Block 12 )
[ Prev_Hash ] [Timestamp] Prev_Hash ] [ Timestamp ] Prev_Hash ] [Timestamp ]
k[\ Tx_Root ] [ Nonce ] [ Tx_RootK] [ Nonce ] Tx_Root ] [ Nonce l‘

£ N\
[ HashO1 ] [ Hash23 ]
Z 1 AN
[ Hash0 ] [ Hash1l ] [ Hash2 ] [ Hash3 ]
1 1 1 1
[TxO][Tle[T)Q][TxS]

» BRBEER2016 MXR, SRIEE—EHIRZH IESRAZESH EE (B EERGIE
‘0" #B) , FETEAXRAIIERERE 10 DiFEA.
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}25r BINR#R

PEHLASE: BAER, NEHERE,
AN, BHEWEX, BE
FFTEFAN (4 /9195393 %h)

HRAAZE: SEmAN, BZIT8
i, SEmE, TAKBERA
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POW ERi<tEt/ll

» EIRIRERFEAARR?

0 JIAZMEFRERN G ARESEMSTHT
[ 1%, WERIRPRTRIER, SETHEFIA
SHERISHERA EREERAVITE., B, &R
FEepaRe IR D . (Fork)

o0 BRBER: LHSHMERIKHENE

o REEHRE—MEO, (TREFEEHR—BA
, AJREEAANTIEERN. EHEERSE
BiME, INARIKAI—FRBMLESIERY, Fik

~Ei AR XBMEEFTHIBA. FRIRAIARE
EEEE, MeBETnERIKAAMRETHEA
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B IHEHI-51%IE

[BIERINTE3Z (S : —SEsREMIX

(1) ABBIZATLUAST, RBE—MRPHEIA

(2) AEFHIE—ERBASC, FHTEHERAT (HR)

(3) BAWEXMHRELHKIIT—MR, SRIATA>CIZBA>BEM




WEZ{T-51%KEH

- WiereE Ly, FEWEAEREEI—FLULLENED
- [FmMEIRE, BR—FULENTR (81D) 2
BIEE:N




INSEPAY51 %Ik

o ELERICH, HSTRRGENEINSDEEEX, BIEHTENMENT
RSO

+ IERE— MR

o Alice fl BobZ AU FAHLHTsel T — IS, BobZEKEIAlceRURIKEA (TR, Hith
AlicelR{H T I,

¢ AliceMESZ(1IXE R, EHRZBIHEXREANXERZBALAlIce’ LG H CHN—EX S T (BERE
2, REIBEKIEFNES 2 ¥u=R1A).,

¢ AliceFHa=ii AR MIKRIFITIH AT EIERRX MREWIIANTIRS), RHEE51%057,
AliceltBINT REBZNFTITEND, SE—MIERXRIIAN T Eii.

o B N

Hig1 - o B Bsn+1 (PhiE)

.......

o+ —RRMEIEE] 173091 E 7, ISTHREMEFERBEIANMIE T, Bis RS

83



B5E 51% I

NERBTES 1% ILE?
ED/J[‘%TE%E%i‘I‘%ﬁJE@UIﬁ—ﬁ\éﬂéﬂii, IXKFRE, X2BRI PoW HlHIBS1EM

SERBHOT T, BB S MU T RS

AR IEANIESR S, BPWNHEMAXRTELD, RAEXERIST. AT THE
TRBEBFHMRETENX

~AIREBXHFAYS1%IE, BNERESFEEME 6 MXRIAZ GBI IEmR. &R
10— 1" XRAGERE, BRF—NNEHATLRIEHRR SRS ERNSEWE.

(6P EIREEYT 2 MR TIEPERERS)

BPfEanLE, POW(NRBRIEZ LeliErRZErE.
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245 bishILiRi G

+ Identity B{RHEIA :
EIHS=RAERLLSH, BEfAIBRIBLLISE A

« Transaction 325k
ZUTXOIEBIT, PRI REEXZNESTTEEE, —5
UTXO/ \ﬂbmr‘eﬁ_ Jﬁﬁ.ﬂr

- Record icREHE:
LS MES NS 58UISE—(pKIRENKE, XIREBEFhashZLiEiE

+ Consensus Ei041#l :

BE TESIEPITIREARINZZER, HRANEREITARE, &
LIk R M —E 1%
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Outline: Section II

(Optional) %

IR R

HS
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HtiPoX#1il

= Proof-of-Stake {{ZSiERP

0 &#BSunny King £20125FE18XPPCoin: Peer-to-Peer Crypto-Currency with
Proof-of-Stake i, XMHlHEI T ERFEMHROEMERIEDIL, S R58
MEHIBESRRE(FIRIEARICAF IR, 58S, RSICHN DX

Proof of Work vs Proof of Stake

htan 1@

Proof of stake, the creator of a new block is
chosen in a deterministic way, depending on
its wealth, also defined as stake.

proof of work is a requirement to define
an expensive computer calculation,

also called mining

+ AR MNQtumi, LUAIHEERS SRAPOSHIA
» fEi: HEELPOWEIE TIARELANTE; BREHR
s BT BBHN; SO (DA
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HtiPoX#1il

+ Delegated Proof-of-Stake B {31 ZSiiERR

0 HBitSharestt X B 57ciZH 7 DPoSHlEl, SPoSERNER, FEXAET L RIGEFEET
REA, BREAKIENCIK.

< DPoSHHIZUTF D I A E]

o TEREHATESFS, TIRERE
KFE (HEA) REEMWBUURER.

o HRLEEENNREMAAPYLUETR
ERTA A ERTEX TR, R
(IR EELARRE. ITENEN,
= EFBFEPIINFNEE, BBA
IS 2RI HEN RS,

% (RETR: AECASAR(BTS) B
% {£: 1BHLPOSH—SHRIE TIAREERAE; AUEE/
B BB TRG, MRS AR RE
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XiRgE — ALEHEE
. HiR/RRYRANASRRTE

89

SN sS

XERpERATRAITIRER AR
BSHIDIUKA, IX—IOREMS
[SPSEEAVASTCYN AN

=B - N ARER et

THOREM, WREGE-1RE-
N FEEREDE EER, BRAE(E
RIBRHEEE LS5 VICE,
Mg ERER, (RIEST

Fm.

* SingularityNET ({NEEZ5HERLFBDApD)

« Neuromation (UEFXTAREEY)|ZRA0 S B EE)
* Al Blockchain (flIE222 k7 FAEERY)

* BurstlQ (MIZEETHEEREE)

 Medical Token Currency (IEEETHEEFIESRY)
* OpenMined project (A0l AR R EEETHIA)
* Synapse.ai (BUBFOREELMHIA)

Dopamine.ai (B2BAJAIZIIES)
Neuroseed (AR5 i)
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Ehnth

91



Ehnth
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X RTINS

XiRgE — ALEHEE
. BF KRS HRES

BRigvsl LTRSS HN
B, BUIRIAIEHEIISNE
2 s (BREEFERER
V) |, XREEAREEEHR
AR, EFOERTRYE.
=g, ERFEAERSET],
HRERREEERANE TR
CEY AL T L NG WD
BFREAERY. MAESSA
HIRIEF DS, TIXIRGES
[EE R T BRI,

APALLE GolemiZMEEiZLE"/ ], XEHRERFPILIEEEAR
iTEN LERAFERENNIE, EBECERNENHELTFTENA.
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X RTINS

XiRgE — AIEEE
- BEFXRGEI9HINES Proof of Optimal (PoO)

BORE  wew)  REBTIFLRE

R B - B

e SR

i | T ‘5&3- ) =)
E-.-—" '5 I‘.J AL

by

PoOLLiRHLEIFRFRAFRAVEI F DA =2 F IR, H=RHAPIE
REFE (Optimal Pool) A, FFKME, KRBERFCRERREL
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XRaEILAHHIN B

BHHAAIRS . MatrixAl-> 34 C
o B REOUZITT ST I SLA)
FAXRERNRTIREEE N

]

“airliner”

SHABGE :

+ 0.005 x

AREEN s =

e T

Cmer Ty tgtvy et Check for you

l . % . Dwecson X X=X+ X
n——- — b > Maclmufcaion

NYst) =i

i L Aoyl Gavie
m-ﬂ - st g 4"
¢ by a ONN by a Dy
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- [SFAGRIA

H N

EE B

EE B
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NRIBEEPZH ANTEBENITRENZEREE, RS
BHSATTERESIIAZEI1023FLOPS, B&IRRISIIT
BRENTBEAE, SESEKS00EBRITETIEART
HeENRY1051E. L RRITTREEN SRR
AEM, HEAREESBRIHR 1602 1MEZR,

teish R —F e RiEFEESTIELI—FREE
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X RuEm laaYHkGk

XRpERNEITRUAFH A ZEE Transactions Per

FINISH LINE

- 120 BEEE Second (TPS) F{E. LKiEmEIEITER3.3~7TPS,
PUKIAEE S, Bt RA30TPSERA. MEkmsS, (FAE
- aJipEMH ML IGIUERZ B AIVISA(S FI-RAVFF AT 0514 5
1700TPSLAE (VISAEMNEFRIEER]IA65000TPS) .
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- [SFAGRIA

o E--

EE B

EE B
.INPLUSLAB.COM

s =

7 =ll=8) ~

B il é’
-

XHGERA T EZFMEAIFEIRNG], ABNTEEE
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TEEY., BTEREHIREBEBRTEIERIER,
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Ethereum Solidity
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