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| Secure Access Service Edge (SASE)
. Social Distancing Technologies
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Embedded Al
Data Fabric

Composable Enterprise
Al Augmented Development

Responile &l Carbon-Based Transistors

Multiexperience ___
Digital Twin of the Person
Packaged Business Capabilities
Generative Al

Composite Al _

Adaptive ML

Citizen Twin

Expectations

Generative Adversarial
Networks ™
2-Way BMI (Brain —

Sensors
Machine Interface)

( ) Health Passport
Self-Supervised Learning

Low-Cost Single-Board —
Computers at the Edge

EIDIAN:ch D W * piovarance |
Peak of

Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity

— DNA Computing and Storage
—_ Al-Assisted Design

Time

Plateau will be reached:

() less than 2 years @ 21to5years @ 5to10 years A more than 10 years () obsolete before plateau As of July 2020
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« Group 1: xFXHRgEAN SR (Blockchain
Essentials)

o RN (Consensus Protocols) [1]
o B BE-52Y (Smart Contract) [2]
(
(

o 73 A #1%] (Sharding) [3]

o TJ ¥ B M (Scalability) [4]

o IE3E /7= (Cross-chain) [5]

o &% . BaFA5TIE M (Security & Privacy, Reliability)

[1] L. S. Sanka ;[ <;I‘S‘lndhu and M. Sethumadhavan, “Survey of consensus protocols on blockchain applications,” in 2017 4th
Internation ference on Advanced Computing and Communication Systems (ICACCS). IEEE, 2017, pp. 1-5.

[2] N. Atzei, M. Bartoletti, and T. Cimoli, “A survey of attacks on ethereum smart contracts,” IACR Cryptology ePrint archive, vol.
2016, pp. 1007-1030, 2016.

[3] G. Wang, Z. J. Shi, M. Nixon, and S. Han, “Sok: Sharding on blockchain,” in Proceedings of the 1st ACM Conference on
Advances in Financial Technologies (AFT’19), 2019, pp. 41-61.

[4] C. Pan, Z. Liu, Z. Liu, and Y. Long, “Research on scalability of blockchain technology: Problems and methods,” Journal of
Computer Research and Development, vol. 55, no. 10, pp. 2099-2110, 2018.

[5] A. Zamyatin, M. Al-Bassam, D. Zindros, E. Kokoris-Kogias, P. Moreno-Sanchez, A. Kiayias, and W. J. Knottenbelt, “Sok:
Communication across distributed ledgers,” IACR Cryptology ePrint Archive, 2019: 1128, Tech. Rep., 2019.

[6] P. J. Taylor, T. Dargahi, A. Dehghantanha, R. M. Parizi, and K.-K. R. Choo, “A systematic literature review of blockchain cyber
security,” Digital Communications and Networks, 2019.




B A — — 7Ry 2

» Group 2: £ X X IRGERIEHEIZ TR (Data Mining)
o X IEMAT (Data Analytics) [1][2]
o FREFAMVEIT ARSI (AN KIRE. Ponzi
Scheme, & 7EYR Phishing) [3][4]

[1] W. Chen and Z. Zheng, “Blockchain data analysis: A review of status, trends and challenges,”
Journal of Computer Research and Development, vol. 55, no. 9, pp. 1853-1870, 2018.

[2] J. Wu, J. Liu, Y. Zhao, Z. Zheng, "Analysis of cryptocurrency transactions from a network
perspective: An overview”, Journal of Network and Computer Applications, vol. 190,
p.1031309.

[3] M. Bartoletti, S. Carta, T. Cimoli, and R. Saia, “Dissecting ponzi schemes on ethereum:
identification, analysis, and impact,” Future Generation Computer Systems, vol. 102, pp.
259-277, 2020.

[4] J. Wu, Q. Yuan, D. Lin, W. You, W. Chen, C. Chen, Z. Zheng, ” Who are the phishers? phishing
scam detection on ethereum via network embedding”, IEEE Transactions on Systems, Man,
and Cybernetics: Systems
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« Group 3: X #REEMH <A BEAR TR (Decision-
Making Techniques)
o NL&8E (Al) [1]
oMlag=> (ML) [2]
o 17518 (Game Theory) [3]

[1] K. Salah, M. H. U. Rehman, N. Nizamuddin, and A. Al-Fugaha, “Blockchain for
ai: review and open research challenges,” IEEE Access, vol. 7, pp. 10 127-10
149, 2019.

[2] Y. Liu, F. R. Yu, X. Li, H. Ji, and V. C. Leung, “Blockchain and machine learning
for communications and networking systems,” IEEE Communications Surveys
& Tutorials, 2020.

[3] Z. Liu, N. C. Luong, W. Wang, D. Niyato, P. Wang, Y.-C. Liang, and D. |. Kim, “A
survey on blockchain: A game theoretical perspective,” IEEE Access, vol. 7, pp.
47 615-47 643, 2019.
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» Group 4. 51T E/B{ENEHRLE
(Communication Networking)
o =1TE (Cloud Computing) [1]
0 %11 E (Edge Computing) [2]
o 5G #1 Beyond 5G (5G and beyond) [3]

[1] J. H. Park and J. H. Park, “Blockchain security in cloud computing: Use cases,
challenges, and solutions,” Symmetry, vol. 9, no. 8, p. 164, 2017.

[2] Z. Xiong, Y. Zhang, D. Niyato, P. Wang, and Z. Han, “When mobile blockchain meets
edge computing,” IEEE Communications Magazine, vol. 56, no. 8, pp. 33-39, 2018.

[3] D. C. Nguyen, P. N. Pathirana, M. Ding, and A. Seneviratne, “Blockchain for 5g and
beyond networks: A state of the art survey,” arXiv preprint arXiv:1912.05062, 2019.
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« Group 5: ¥ELINE T Ak ¥EEM (loT & lloT)
o #EXM (IoT/lloT) [1][2][3]
o LA (UAV) [4]

[1] K. Christidis and M. Devetsikiotis, “Blockchains and Smart Contracts for the
Internet of Things,” IEEE Access, vol. 4, pp. 2292-2303, 2016.

[2] M. S. Ali, M. Vecchio, M. Pincheira, K. Dolui, F. Antonelli, and M. H. Rehmani,
“Applications of blockchains in the internet of things: A comprehensive survey,”,
IEEE Communications Surveys & Tutorials, vol. 21, no. 2, pp. 1676-1717, 2018.

[3] T. M. Fernandez-Caramés and P. Fraga-Lamas “A review on the use of blockchain
for the internet of things,” IEEE Access, vol. 6, pp. 32 979-33 001, 2018.

[4] T. Alladi, V. Chamola, N. Sahu, and M. Guizani, “Applications of blockchain in
unmanned aerial vehicles: A review,” Vehicular Communications, February 2020.
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» Group 6: XR5%N A (Blockchain Applications)
o B (General Appllcatlons) [1] © '*E'ﬁi)ﬁ_rﬁ (Smart City) [3]
o M (Agriculture) [2] o HAEE M (Smart Grid) [6]

(
o Bt X %% (Game Theory) [3P X1 A% EF”e Systems) [7]

o 75V R7F (Business Apps) [4] %]ﬂniIiL Space Industry)

[11Y. Lu, “Blockchain: A survey on functions, applications and open issuQ,” ngtlmaulgal[lalgration and Management,
vol. 3, no. 04, p. 1850015, 2018

[2] O. Bermeo-Almeida, M. Cardenas-Rodriguez, T. Samaniego-Cobo, E. Ferruzola-Gémez, R. Cabezas-Cabezas, and W. Bazan-
Vera, “Blockchain in agriculture: A systematic literature review,” in International Conference on Technologies and Innovation.
Springer, 2018, pp. 44-56.

[3] T. Alharbi, “Deployment of blockchain technology in software defined networks: A survey,” IEEE Access, vol. 8, no. 1, pp.
9146-9156, 2020.

[4] I. Konstantinidis, G. Siaminos, C. Timplalexis, P. Zervas, V. Peristeras, and S. Decker, “Blockchain for business applications: A
systematic literature review,” in International Conference on Business Information Systems. Springer, 2018, pp. 384-399.

[5] J. Xie, H. Tang, T. Huang, F. R. Yu, R. Xie, J. Liu, and Y. Liu, “A survey of blockchain technology applied to smart cities:
Research issues and challenges,” IEEE Communications Surveys & Tutorials, vol. 21, no. 3, pp. 2794-2830, 2019.

[6] T. Alladi, V. Chamola, J. J. Rodrigues, and S. A. Kozlov, “Blockchain in smart grids: A review on different use cases,” Sensors,
vol. 19, no. 22, pp. 4862-4886, 2019.

[7] H. Huang, J. Lin, B. Zheng, Z. Zheng, and J. Bian, “When blockchain meets distributed file systems: An overview, challenges,
and open issues,” IEEE ACCESS, vol. 8, pp. 50 574-50 586, March 2020.

[8] M. Torky, T. Gaber, and A. E. Hassanien, “Blockchain in Space Industry: Challenges and Solutions,” arXiv preprint
arXiv:2002.12878, 2020.
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« Group 7: XIR5ERY /258 (General Overview)
oYuan et al. ’16
oZheng et al. ’17
oZheng et al. ’18

oYuan etal. ’18
o Kolb et al. '20

[Yuan et al. ’16] Y. Yuan and F.-Y. Wang, “Blockchain: the state of the art and future trends,” Acta
Automatica Sinica, vol. 42, no. 4, pp. 481-494, 2016

[Zheng et al. ’17] Z. Zheng, S. Xie, H. Dai, X. Chen, and H. Wang, “An overview of blockchain technology:
Architecture, consensus, and future trends,” in Proc. of IEEE International Congress on Big Data
(BigData Congress), 2017, pp. 557-564.

[Zheng et al. ’18] Z. Zheng, S. Xie, H.-N. Dai, X. Chen, and H. Wang, “Blockchain challenges and
opportunities: A survey,” International Journal of Web and Grid Services, vol. 14, no. 4, pp. 352-375,
2018.

[Yuan et al. ’18] Y. Yuan and F.-Y. Wang, “Blockchain and cryptocurrencies: Model, techniques, and
applications,” IEEE Transactions on Systems, Man, and Cybernetics: Systems, vol. 48, no. 9, pp.
1421-1428, 2018.

[Kolb et al. ’20] J. Kolb, M. AbdelBaky, R. H. Katz, and D. E. Culler, “Core Concepts, Challenges, and Future
Directions in Blockchain: A Centralized Tutorial,” ACM Computing Surveys (CSUR), vol. 53, no. 1, pp.
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« XTEHEHENIVR
* Bitcoin: 3~7 TPS
 Ethereum1.0: 7~15 TPS
* Visa: > 1700 TPS

o EXFHINZER (confirmation latency) FEILIA
« Bitcoin: 60 min in average
* Ethereum1.0: 6 min in average
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e Lopidin

lm

B D FAIANFTEERI BT 8] (confirmation time)

« IN{F[o)@: 3K Bitcoin XR$EHI4> X o]/ d(B) —2
. ?SI?F%‘EE'JLH%%EEEﬂﬂ[é—/l\ije)’a‘mfﬁ d(B) — 2

© BESTH 6 MY

« —/EIL: End-to-end latency << inter-block o I o
: Blocks having height < d(B) have
SpaCIng d (B) to be generated here and received by ri; 4+ 2A
© IIRTTE WNEENSERN KA FFE N OO

If block B is singular at time 7% + 2A then block B
is permanently singular

ACCEL

A. Hari, M. Kodialam, and T. Lakshman, “Accel: Accelerating the bitcoin blockchain for high-
throughput, low-latency applications,” in IEEE Conference on Computer Communications
(INFOCOM’19). IEEE, 2019, pp. 2368-2376.
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TRAGFHE—BIHER Blockchain /! Node D

N : Node B Y
2L 5 Dai et al., Xu et al. “~___NodeA "

Dai et al.

Eoh Jidar &

[Dai et al.] X. Dai, J. Xiao, W. Yang, C. Wang, and H. Jin, “Jidar: A jigsaw-like data reduction approach without trust assumptions for
bitcoin system,” in IEEE 39th International Conference on Distributed Computing Systems (ICDCS). IEEE, 2019, pp. 1317-1326.
[Perard et al.] D. Perard, J. Lacan, Y. Bachy, and J. Detchart, “Erasure code-based low storage blockchain node,” in 2018 IEEE
International Conference on Internet of Things (iThings) and IEEE Green Computing and Communications (GreenCom) and |IEEE
Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData). IEEE, 2018, pp. 1622-1627.

[Xu et al.] Y. Xu and Y. Huang, “Segment blockchain: A size reduced storage mechanism for blockchain,” Preprint, 2020.


https://www.researchgate.net/publication/336945962_Jidar_A_Jigsaw-like_Data_Reduction_Approach_Without_Trust_Assumptions_for_Bitcoin_System
https://oatao.univ-toulouse.fr/20963/
https://www.researchgate.net/publication/336945962_Jidar_A_Jigsaw-like_Data_Reduction_Approach_Without_Trust_Assumptions_for_Bitcoin_System
https://ieeexplore.ieee.org/document/8957450
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Figure 5: Architecture of the Blockchain Reliability Predic-
tion

Zheng et al. 2019

[Zheng et al.] P. Zheng, Z. Zheng, and L. Chen, “Selecting reliable blockchain peers via hybrid blockchain reliability
prediction,” arXiv preprint arXiv:1910.14614, 2019.


https://deepai.org/publication/selecting-reliable-blockchain-peers-via-hybrid-blockchain-reliability-prediction
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Figure 2: A comparison of two modes of interoperability

H. Jin, X. Dai, and J. Xiao, “Towards a Novel Architecture for Enabling Interoperability amongst
Multiple Blockchains,” in 2018 IEEE 38th International Conference on Distributed Computing Systems
(ICDCS). IEEE, 2018, pp. 1203-1211.
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c TEPBEAE
s YIS SRR E/NNEZERSH . FiTHANE
Xy, BFREHFDECT S Luu et al.
-Fﬁﬁ%ﬁﬁ
« BB R 3L % Nauyen et al.
. BEBZERZS Zamani et al.
« i%”ﬁiﬁﬁj\ﬁﬂﬁﬁ
« EKT l,\\\ﬁ‘éﬁ/\ﬁa -> ZREWUERE 1 E 5% Wang
etal.
- XBmeBFHEF
- XBAIBEINFEEXEZZEAR Niu et al.

[Luu et al.] L. Luu, V. Narayanan, C. Zheng, K. Baweja, S. Gilbert, and P. Saxena, “A secure sharding protocol for open blockchains,” in Proc. of the 2016 ACM SIGSAC
Conference on Computer and Communications Security, 2016, pp. 17-30.

[Nguyen et al.] L. N. Nguyen, T. D. Nguyen, T. N. Dinh, and M. T. Thai, “Optchain: optimal transactions placement for scalable blockchain sharding,” in Proc. of IEEE 39th
International Conference on Distributed Computing Systems (ICDCS), 2019, pp. 525-535.

[Zamani et al.] M. Zamani, M. Movahedi, and M. Raykova, “Rapidchain: Scaling blockchain via full sharding,” in Proceedings of the 2018 ACM SIGSAC Conference on
Computer and Communications Security, 2018, pp. 931-948.

[Wang et al.] J. Wang, Y. Zhou, X. Li, T. Xu, and T. Qiu, “A Node Rating Based Sharding Scheme for Blockchain,” in Proc. of IEEE 25th International Conference on Parallel and
Distributed Systems (ICPADS). IEEE, 2019, pp. 302-309.

[Niu et al.] J. Niu, “Eunomia: A Permissionless Parallel Chain Protocol Based on Logical Clock,” arXiv preprint arXiv:1908.07567, 2019.


https://dl.acm.org/doi/10.1145/2976749.2978389
https://ieeexplore.ieee.org/abstract/document/8884909
https://dl.acm.org/doi/10.1145/3243734.3243853
https://ieeexplore.ieee.org/document/8975842
https://deepai.org/publication/eunomia-a-permissionless-parallel-chain-protocol-based-on-logical-clock#:~:text=Eunomia%3A%20A%20Permissionless%20Parallel%20Chain%20Protocol%20Based%20on,whole%20systems%27%20throughput%20can%20approach%20the%20network%20capacity.
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3 Application Attack forensics Anomaly detection |

o Money flow graph (MFG)
o Smart contract creation graph (CCGQG)
o Contract invocation graph (CIG)

__________________________________________________________________________________

T. Chen, Y. Zhu, Z. Li, J. Chen, X. Li, X. Luo, X. Lin, and X. Zhange, “Understanding ethereum via

graph analysis,” in Proc. of IEEE Conference on Computer Communications (INFOCOM). IEEE, 2018,
pp. 1484-1492.
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