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Transactions Internal Transactions Token Transfers Code @ uint private bzalance = @;

uint private collectedFees =

uint private feePercent = 18;
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uint private payoutOrder = 8;
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TxHash Block Age Fron address private creator;

Fi5ets creator
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() Status: @ Success
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Review .')
Analysis of cryptocurrency transactions from a network perspective: An s
overview

Jiajing Wu?, Jieli Liu®®, Yijing Zhao ¢, Zibin Zheng %"

 School of Computer Science and Engineering, Sun Yat-sen University, Guangzhou 510006, China
b School of Software Engineering, Sun Yat-sen University, Zhuhai 519082, China
¢ School of Electronics and Communication Engineering, Sun Yat-sen University, Guangzhou 510006, China

ARTICLE INFO ABSTRACT

Keywords: As one of the most important and famous applications of blockchain technology, cryptocurrency has attracted
Cryptocurrency extensive attention recently. Empowered by blockchain technology, all the transaction records of cryptocur-
Blockchain

rencies are irreversible and recorded in blocks. These transaction records containing rich information and
complete traces of financial activities are publicly accessible, thus providing researchers with unprecedented
opportunities for data mining and knowledge discovery in this area. Networks are a general language for
describing interacting systems in the real world, and a considerable part of existing work on cryptocurrency

Transaction records
Complex networks
Data mining
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IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—II: EXPRESS BRIEFS, VOL. 67, NO. 11, NOVEMBER 2020

2737

Modeling and Understanding Ethereum Transaction
Records via a Complex Network Approach

Dan Lin, Jiajing Wu

Abstract—As the largest public blockchain-based platform sup-
porting smart contracts, Ethereum has accumulated a large
number of user transaction records since its debut in 2014.
Analysis of Ethereum transaction records, however, is still rela-
tively unexplored till now. Modeling the transaction records as
a static simple graph, existing methods are unable to accurately
characterize the temporal and multiplex features of the edges. In
this brief, we first model the Ethereum transaction records as a
complex network by incorporating time and amount features of
the transactions, and then design several flexible temporal walk
strategies for random-walk based graph representation of this
large-scale network. Experiments of temporal link prediction on
real Ethereum data demonstrate that temporal information and
multiplicity characteristic of edges are indispensable for accurate
modeling and understanding of Ethereum transaction networks.

Index Terms—Ethereum, blockchain, complex networks, graph
representation, cryptocurrency, transaction network.

, Senior Member, IEEE, Qi Yuan, and Zibin Zheng

, Senior Member, IEEE

existing studies, transaction records are modeled as a simple
graph, where multiple transactions between a pair of addresses
are merged as a one-time transaction in the graph construction
procedure.

Different from other large-scale complex networks, each
edge in the Ethereum transaction network represents a par-
ticular Ether transaction, and thus contains some unique
information such as the direction, amount value and times-
tamp of a particular transaction. It is essential to incorporate
the aforementioned information for accurate modeling, char-
acterization, and understanding of transaction network data. In
addition, multiple transactions between two users are expected
and it is more comprehensive to model a transaction network
as a multidigraph rather than a simple graph. In graph the-
ory, a multigraph (in contrast to a simple graph) is a graph
which is permitted to have self-loops and multiple edges (also
called parallel edges). A multidigraph is a directed multigraph.
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Detecting Mixing Services via Mining Bitcoin
Transaction Network with Hybrid Motifs

Jiajing Wu, Member, IEEE, Jiell Liu, Weili Chen, Huawer Huang, Member, IEEE, Zibin Zheng, Senior
Member, IEEE, and Yan Zhang, Fellow, IEEE

Abstract—As the first decentralized peer-to-peer (P2P) cryp- s \ —
tocurrency system allowing people to trade with psendonymous | A1 LIS +—+ M1 m 1BTC_ -I Ad
addresses, Bitcoin has become increasingly popular in recent Heerd e
=) years. However, the P2P and psendonymous nature of Bitcoin A | ETE I_"I&I/I 181C .| A5
S— make transactions on this platform very difficult to track, thus Userz - ! I'. .'I 7
E:J triggering the emergence of various illegal activities in the Bitcoin | a3 | 1ETC _F i3 _! 18TC =
S ecosystem. Particularly, mixing services in Bitcoin, originally ] ‘x\ S
) designed to enhance transaction anonymity, have been widely L —— !
—  employed for money laundry to complicate trailing illicit fund. In Mitxing;service; M
] this |5|a.pcr, e Focus 01]' the' dcmc_“'m of the addresses bc.zlongmg Fig. I. An example of mixing services, which can conceal the identity of users
= to mixing services, which is an important task for anti-money ;4 complicate fund tracing by participating in a transaction with multiple
W laundering in Bitcoin. Specifically, we provide a feature-based ..
nd network analysis framework to identify statistical properties of
mixing services from three levels, namely, network level, account
r—— level and transaction level. To better characterize the transaction ke Jaundered into “clean” Bitcoins by some techniques before
p— patterns of different types of addresses, we propose the concept : 5 - e e, s
@9 of Attributed Temporal Heteropeneous motifs (ATH motifs). the;_ are cashed ou_t. It has bt.en_derr_mnstral.ed Fhat. mixing
A Moreover, to deal with the issue of imperfect labeling, we tackle Services such as BitLaundry, Helix Light, Bitcoin Fog, etc.,
¢ the mixing detection task as a Positive and Unlabeled learning have involved in this process of money laundry [5] and can
—  (PU learning) problem and build a detection model by leveraging be regarded as significant tools for concealing illicit profits in
the considered features. Experiments on real Bitcoin datasets Biicqin.
L demonstrate the effectiveness of our detection model and the o 8 et Bl S S Lok : \.
- Bitcoin mixing services are originally designed to enhance
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importance of hybrid motifs including ATH motifs in mixing
detection.

the anonymity of transactions and make the sources of funds
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Analysis of Cryptocurrency Transactions from a
Network Perspective: An Overview

liajing Wu, Senior Member, IEEE, lieli Liu, Yijing Zhao, and Zibin Zheng, Senior Member, IEEE

Abstraci—As one of the most important and famous applica-
tions of blockchain technology, eryptocurrency has attracted ex-
tensive attention recently. Empowered by blockchain technology,
all the transaction records of cryptocurrencies are irreversible
and recorded in the blocks. These transaction records containing
rich information and complete traces of financial activities are
publicly accessible, thus providing researchers with unprece-
dented opportunities for data mining and knowledge discovery
in this area. Networks are a general language for describing
interacting systems in the real world, and a considerable part
of existing work on cryptocurrency transactions is studied from
a network perspective. This survey aims to analyze and sum-
marize the existing literature on analyzing and understanding
cryptocurrency transactions from a network perspective. Aiming
to provide a systematic guideline for researchers and engineers,
we present the background information of cryptocurrency trans-
action network analysis and review existing research in terms
of three aspects, i.e., network modeling, network profiling, and
network-based detection. For each aspect, we introduce the
research issues, summarize the methods, and discuss the results
and findings given in the literature. Furthermore, we present the
main challenges and several future directions in this area.

Index  Terms—Cryptocurrency, blockchain, transaction

records, complex networks, data mining

all the transaction records of cryptocurrencies are irreversible
and recorded in the blocks, which are linked in chronological
order.

Due to the open and transparent nature of blockchain, these
transaction records containing rich information and complete
traces of financial activities are publicly accessible, thus
providing researchers with unprecedented opportunities for
data mining in this area. The main value of analyzing and
mining the transaction data of cryptocurrencies is twofold:
1) Transaction records in traditional financial scenarios are
relatively unexplored in existing studies as transaction records
are usually not publicly accessible for the sake of security and
interest. Through analysis and mining of transaction informa-
tion of cryptocurrencies, we can extensively explore trading
behaviors, wealth distribution, and generative mechanism of
a transaction system, as well as infer reasons for fluctuations
in the financial market of cryptocurrencies. This study can
also provide a reference for knowledge discovery in other
financial systems. 2) Due to the anonymity of blockchain
systems and the lack of authority, various types of cybercrimes
have arisen on the blockchain ecosystem in recent years.
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T-EDGE: Temporal WEighted
MultiDiGraph Embedding for
Ethereum Transaction Network
Analysis

Dan Lin "2, Jiajing Wu ">, Qi Yuan'* and Zibin Zheng "

" Schoof of Data and Computar
of Digital Life, Sun Yat-sen Unive

ience, Sun Yat-sen University, Guangzhou, China, * National Engineening Research Center
iy, Guangzhou, China

Recently, graph embedding technigues have been widely used in the analysis of various
networks, but most of the existing embedding methods omit the network dynamics and
the multiplicity of edges, so it is difficult to accurately describe the detailed characteristics
of the transaction networks. Ethereum is a blockchain-based platform supporting
smart contracts. The open nature of blockchain makes the transaction data on
Ethereum completely public and also brings unprecedented opportunities for transaction
network analysis. By taking the realistic rules and features of transaction networks
into consideration, we first model the Ethereum transaction network as a Temporal
Weighted Multidigraph (TWMDG) where each node is a unique Ethereum account and
each edge represents a transaction weighted by amount and assigned a timestamp.
We then define the problem of Temporal Weighted Multidigraph Embedding (T-EDGE) by
incorporating both temporal and weighted information of the edges, the purpose being
to capture more comprehensive properties of dynamic transaction networks. To evaluate
the effectiveness of the proposed embedding method, we conduct experiments of
node classification on real-world transaction data collected from Ethereumn. Experimental
results demonstrate that T-EDGE outperforms baseline embedding methods, indicating
that time-dependent walks and the multiplicity characteristic of edges are informative
and essential for time-sensitive transaction networks.

Keywords: network embedding, ethereum, machine learning, temporal network, transaction network
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Exploring EOSIO via Graph Characterization

Yijing Zhao®?:3, Jieli Liu!?, Qing Han'?, Weilin Zheng!2, and Jiajing Wul?

! School of Data and Computer Science, Sun Yat-sen University, Guangzhou 510006,
China
2 National Engineering Research Center of Digital Life, Sun Yat-sen University,
Guangzhou, China
3 School of Electronics and Communication Engineering, Sun Yat-sen University,
Guangzhou 510006, China
{zhaoyj53, 1iujli7, hanq25, zhengwlin}@mail2.sysu.edu.cn
{wujiajing}@mail.sysu.edu.cn

Abstract. Designed for commercial decentralized applications (DApp-
s), EOSIO is a Delegated Proof-of-Stake (DPoS) based blockchain sys-
tem. It has overcome some shortages of the traditional blockchain sys-
tems like Bitcoin and Ethereum with its outstanding features (e.g., free
for usage, high throughput and eco-friendly), and thus becomes one of
the mainstream blockchain systems. Though there exist billions of trans-
actions in EOSIO, the ecosystem of EOSIO is still relatively unexplored.
To fill this gap, we conduct a systematic graph analysis on the early EO-
SIO by investigating its four major activities, namelv account creation,
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Schemes

Scammers are making big money off people whn want in n
digital gold rush but don't understand how the te

DAVID Z. MORRIS MAY 31, 2017 TECHNOLOGY

vhy I believe more than $3 billion of all cryptoassets’
nd how OKex, #1 exchange rated by volume, is the

Cyber Criminals Have S onzi Scheme Operator Hit
W?rth of Ethereum Thr llion Judgment
This Year
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'Market manipulation 101": 'Wo
'pump and dump' scams plague

Oscar Williams-Grut &4 ¥
=/ (Nov.14, 2017, 7:00AM # 26,789
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« EfFRHEAR
« 20184, ZICOKfEI, MBENKREEKXHNEMYF, Fig
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100%RILF), ARBNB

After much waiti 2, he Bee Token is p:{)ijd to announce that our crowdsale is NOW OPEN!

 ZYBIFRERE25/NAR Rk
You used this address to register to our newsletter so we thought we'd give you some
T . | : : gis g give y
Hy>/—;l \%’ ﬁ 1 O O E 31=— \%, instructions on how to participate.

Firstly, we have modified your contribution maximum limit to be 104.43 ETH so please
don't send more than this or you won't be compensated. If you are receiving this email
then you are permitted to join the ICO but your contributio n limit is only guaranteed for 24
hours so don't miss out!

ICO CROWDSALE IS NOW OPEN!

Secondly, to celebrate our NEW partnership with Microsoft thought we'd give you a 100%
BONUS on all tokens sent within the next & hours. We guarantee that The Bee Token will
double in value within 2 months or we'll give you your Ethereum back!

é Our Ethereum ICO address is:

0x2A6D8021861f27aB992572D8689017hTAB3C989D
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true positive

Precision = T s Method | Precision Recall F-score
true positive + false positive
true positive Deepwalk 0.799 0.762 0.780
Recall = — £l - Node2vec 0.870 0.822 0.845
true positive + false negative Time-based Bias 0.864 0.822  0.842
Precision X Recall Amount-based Bias (.883 0.855 0.868
F — score = 2 X — trans2vec 0.927 0.893 0.908

Precision + Recall

0.90 - —8— Deepwalk

—¥— node2vec
Time-based Bias
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IEEE TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS: SYSTEMS

Who Are the Phishers? Phishing Scam Detection on
Ethereum via Network Embedding

Jiajing Wu ', Senior Member, IEEE, Qi Yuan, Dan Lin ~, Wei You, Weili Chen ,
Chuan Chen ', Member, IEEE, and Zibin Zheng ~, Senior Member, IEEE

Abstract—Recently, blockchain technology has become a topic
in the spotlight but also a hotbed of various cybercrimes. Among
them, phishing scams on blockchain have been found to make a
notable amount of money, thus emerging as a serious threat to
the trading security of the blockchain ecosystem. In order to cre-
ate a favorable environment for investment, an effective method
for detecting phishing scams is urgently needed in the blockchain
ecosystem. To this end, this article proposes an approach to detect
phishing scams on Ethereum by mining its transaction records.
Specifically, we first crawl the labeled phishing addresses from
two authorized websites and reconstruct the transaction network
according to the collected transaction records. Then, by taking
the transaction amount and timestamp into consideration, we
propose a novel network embedding algorithm called trans2vec
to extract the features of the addresses for subsequent phish-
ing identification. Finally, we adopt the one-class support vector
machine (SVM) to classify the nodes into normal and phish-
ing ones. Experimental results demonstrate that the phishing
detection method works effectively on Ethereum, and indicate
the efficacy of trans2vec over existing state-of-the-art algorithms

application of blockchain and the first practical implementa-
tion of cryptocurrency.

Ethereum is currently the largest blockchain platform that
supports smart contracts and the corresponding cryptocurrency
ether is the second-largest cyptocurrency [3]. However, along
with its high-speed development, Ethereum has also become a
hotbed of various cybercrimes [4]. Initial coin offering (ICO)
is a financing method for the blockchain industry, which refers
to financing through the issuance of tokens. However, till
now, more than 10% of ICOs released on Ethereum have
been reported to be suffer from a variety of scams, includ-
ing phishing, Ponzi schemes, etc. [5]. According to a report
of Chainalysis, a provider of investigation and risk manage-
ment software for virtual currencies, there were 30 287 victims
losing $225 million in the first half of 2017 [6], indicating that
financial security has become a critical issue in the blockchain
ecosystem.
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TABLE II TABLE III
AVERAGE FRACTION OF §-TEMPORAL MOTIFS (§ = 3 HOURS). AVERAGE FRACTION OF 9-ATH MOTIFS (9 = 3 HOURS).
al a2 a3 ad ab ab N b2 b4 _ b_S B bﬁ _
Temporal motif AR A Vat uq«‘z 1, 1 ATH motif TRSIAN [0, |1“ . [1_|:|1I o 1, 1|1 5
iy ¥y N iR W W I N
Labeled address  0.2552 0.0051 0.5902 0.1465 0.0000 0.0030 Labeled address 0.4957 0.4916 0.0057 0.0069
Unlabeled address 0.2320 0.0576 0.4016 0.2395 0.0003 0.0690 Unlabeled address 0.6557 0.3148 0.0069 0.0225

o KW—: alLbEImin KFa2, b4 (WMAZSEAKTFET
EMHEE, WANEB/NFETELHEE) E’\JI:ISEEJ‘CJ‘CX-E
BIEABEBRANE EﬁJH:'.E’JbS*EIbG*%‘C AR RS
RHEBMNSEMARRLE . ERANTFORNET
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TABLE VI
PERFORMANCE COMPARISON OF DIFFERENT FEATURES (WITH STANDARD DEVIATION).

Dataset | Metric Basic features | Temporal motifs ATH motifs Hybrid motifs* asic Teatures'djc Basie teatur_ef‘, e | Hasic 'teaturt?s? ;&
Temporal motifs ATH motifs Hybrid motifs

TPR 0.874440.0145 | 0.8728+0.0070 | 0.7059+0.0111 | 0.891240.0064 | 0.903240.0064 | 0.8797-+0.0089 || 0.9165+0.0060

2014 FPR 0.1779+0.0128 | 0.0455+0.0009 | 0.1508+0.0013 | 0.0318+0.0007 | 0.0362+0.0014 | 0.1350-+0.0091 0.0334+0.0010
G-Mean | 0.8479-4£0.0120 | 0.9127+0.0036 | 0.7742-£0.0059 | 0.928940.0032 | 0.933040.0033 | 0.8723£0.0075 || 0.94123-0.0029

TPR 0.8146+0.0115 | 0.845340.0098 | 0.842640.0100 | 0.8823+0.0088 | 0.8864+0.0092 | 0.854340.0095 || 0.9149+0.0081

2015 FPR 0.13884+0.0038 | 0.14234+0.0024 | 0.0716+0.0009 | 0.066710.0020 | 0.0878+0.0079 | 0.0852+0.0018 || 0.0379+0.0016
G-Mean | 0.83764+0.0064 | 0.8515+0.0043 | 0.8845-+0.0051 | 0.907440.0041 | 0.899240.0065 | 0.8840-+0.0048 || 0.93821-0.0038

TPR 0.64424+0.0317 | 0.9271+0.0073 | 0.6639+0.0145 | 0.912340.0071 | 0.9335+0.0067 | 0.8150+0.0112 || 0.93184+0.0066

2016 FPR 0.381240.0077 | 0.0584+0.0012 | 0.3154+0.0043 | 0.035640.0011 | 0.0508+0.0011 0.199540.0047 || 0.0356+-0.0010
G-Mean | 0.6311£0.0129 | 0.9343+0.0035 | 0.6741£0.0061 | 0.938040.0034 | 0.941340.0031 0.807740.0047 || 0.9479+0.0031

* Hybrid motifs are a combination of Temporal and ATH motifs.

HE: 1£2014, 2015, 2016FFE
FREKIE: Walletexplorer.com
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Systems

Detecting Mixing Services via Mining Bitcoin
Transaction Network with Hybrid Motifs

Jiajing Wu, Member, IEEE, Jiell Liu, Weili Chen, Huawer Huang, Member, IEEE, Zibin Zheng, Senior
Member, IEEE, and Yan Zhang, Fellow, IEEE

Abstract—As the first decentralized peer-to-peer (P2P) cryp- s \ —
tocurrency system allowing people to trade with psendonymous | A1 LIS +—+ M1 m 1BTC_ -I Ad
addresses, Bitcoin has become increasingly popular in recent Heerd e
=) years. However, the P2P and psendonymous nature of Bitcoin A | ETE I_"I&I/I 181C .| A5
S— make transactions on this platform very difficult to track, thus Userz - ! I'. .'I 7
E:J triggering the emergence of various illegal activities in the Bitcoin | a3 | 1ETC _F i3 _! 18TC =
S ecosystem. Particularly, mixing services in Bitcoin, originally ] ‘x\ S
) designed to enhance transaction anonymity, have been widely L —— !
—  employed for money laundry to complicate trailing illicit fund. In Mitxing;service; M
] this |5|a.pcr, e Focus 01]' the' dcmc_“'m of the addresses bc.zlongmg Fig. I. An example of mixing services, which can conceal the identity of users
= to mixing services, which is an important task for anti-money ;4 complicate fund tracing by participating in a transaction with multiple
W laundering in Bitcoin. Specifically, we provide a feature-based ..
nd network analysis framework to identify statistical properties of
mixing services from three levels, namely, network level, account
r—— level and transaction level. To better characterize the transaction ke Jaundered into “clean” Bitcoins by some techniques before
p— patterns of different types of addresses, we propose the concept : 5 - e e, s
@9 of Attributed Temporal Heteropeneous motifs (ATH motifs). the;_ are cashed ou_t. It has bt.en_derr_mnstral.ed Fhat. mixing
A Moreover, to deal with the issue of imperfect labeling, we tackle Services such as BitLaundry, Helix Light, Bitcoin Fog, etc.,
¢ the mixing detection task as a Positive and Unlabeled learning have involved in this process of money laundry [5] and can
—  (PU learning) problem and build a detection model by leveraging be regarded as significant tools for concealing illicit profits in
the considered features. Experiments on real Bitcoin datasets Biicqin.
L demonstrate the effectiveness of our detection model and the o 8 et Bl S S Lok : \.
- Bitcoin mixing services are originally designed to enhance

il AE~

WWW.INPLUSLAB.COM

importance of hybrid motifs including ATH motifs in mixing
detection.

the anonymity of transactions and make the sources of funds
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