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inl

-

Iﬂl P Iﬁl "Hello! My name is Rubixi!
. . ) ) I'm a new & verified pyramid smart contract running on the Ethereum blockchain.
j \, j \ When you send me 1 ether, | will multiply the amount and send it back to your
address when the balance is sufficient.
My multiplier factor is dynamic (min. x1.2 max. x3),
thus my payouts are accelerated and
Bk guaranteed for months to comefs.

How to start? g

Send Min. 1 ETH

h Can | send the ether from an exchange?
Nol You must send min. 1 ether from a personal a

- il!ym send fom an exchange, the contract will send back to whiche
. hence the payout goes to the exchange z&
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. 2020_| EEE info C om Modeling the Impact of Network Connectivity (énl

Consensus Security of Proof-of-Work Blockchain

Yang Xiao*, Ning Zhang’, Wenjing Lou*, Y. Thomas Hou*
*Virginia Polytechnic Institute and State University, VA, USA
TWashington University in St. Louis, MO, USA

r 7 partially propagated fully propagated
I-=d block block
1
| canonization event : fork stalemate event
r- = '
AR
] [ I
- - ——
canonized , —>|r i ‘| | i
blockchaln (- (. L.

Fig. 2. Illustration of blockchain canonization and fork stalemate events.
Width of a block denotes its propagation period.

o HTRE: ST RCEER T A ATk E: block j (h), A5
SORCE] 19 s ) X3 block_i (h),  WIAEAM X BBEDE T3 3L, Ik
3% X block i (h).
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_ . Modeling the Impact of Network Connectivity on
O 2020 IEEE |nf0C0m Consensus Security of Proof-of-Work Blockchain

*Virginia Polytechnic Institute and State University, VA, USA
TWashington University in St. Louis, MO, USA

7;.(t) < 7;.(0)

-----
...........

(t)=1,.(0)

T;.
attime t at stalemate

Fig. 3. Explanation of (12). Light blue (grey) area denotes portion of the
network that advocates i’s (j’s) block. w;s ;(t) is evaluated by the total
computing power covered by light blue area at stalemate.
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Malleated Transaction ID injection
_H H H =

s

The malleated transaction is confirmed first 4 f z . ;
Node A submits Transaction outputs of the eriginal transaction Donount..; "My Payment Address”,
a send transaction are actioned but network confirmations refer ,ﬂ"’m oL _:i':?“"m '
5 SaC to the malleated verion txn id St o :
fGS ﬂbﬂb’E") amount " : -1.25,
D “fee": -0.0007,
- s g
( - \ AT~
“account” ! “My Payment Address”, k] x \ 'Hﬂﬂﬁu'-: i
‘oddress”: “li2PgM2BrvUENE, wiocktime”: '
“category”; “send”, ! "Md" Ll-ll'lﬂ"‘
::ﬂ'l?uﬂ{'.' -:t;ﬁ-lﬂ]' b douple-spend' .'.. ime ". 1391750000,
e ] . Simereceived” :
"confirmations”: 0, | : 13:7s011
"blockhash™: ™, J
“blockindex”™: s -
“blocktime®: - -
"tuid” "?f??'. | confirm [ _J
“time" 1391750000, = 4
“timereceived”: 1391750111 ";;:‘ .I
) Node A \ - .
- confinm
Node A custom wallet software, upon not seeing mm";"::ffd s
confirmation, of txnid 7f77, may assume the transaction failed 1i2PgM282vUtNE

and issue another send transaction!
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tx1
(more tx fee)

attagker
\\ tx2 — X _O
“
\

~ seller

—
T

KT RAEBCE ) = XS 7% f
https://www.qukuaiwang.com.cn/news/143715.html
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LU L I..lll.l.l]l.'. LML ALFES, RELLALLS, ALILL JORE LRIl I.J'.I“!H AEIBULESSLINE BRILLLILLE, L=
cluding topics such as money laundering, Storing private chat logs on the block-
chain ean, e.g., leak single wser’s private mformation irrevoeahly. Moreover, third
parties can release information without knowledee nor consent of affected users,
Most notably, we found at least two instances of doring, 1., the complete dis-
closure of another individual’s personal information. This data includes phone
munbers, addresses, bank accounts, passwords, and multiple online identities,
Recently, jurisdictions such as the European Union hegan to punish such serions
privacy violations, including the distribution of dexing data [5]. Again, carrving
ont such assaulis via hlockehains fortifies the problem due to their immutablity,
Politically Sensitive Content. The blockehain has been used by whistleblow-
ers a8 a censorship-resistant permanent storage for leaked information. We found
backups of the WikiLeaks Cablegate data [37] as well as an online news arti-
cle concerning pro-demoeracy demonstrations in Hong Kong in 2004 [25]. As
stated in Section restrictive governments are known to prosecite the pos-
zession of such content, For example, state-critical media coverage has already
put individuals in China [18] or Turkey [24] at the risk of prosecution.

HIEEHJ and Condemned Content. Eitmm’ﬁhlmﬂuﬂminm:ntmmu hm efgh,l:
files with sexual content. While five files only show, describe, or link to mildly
pornographic content, we consider the remaining three instances objectionable
for almost all jurisdictions: Two of them are hackups of link lists to child pornog-
Fapliy, eontaining 274 links mwlumq 142 of which refer to Tor hidden services.
The remaining iistance i an image depicting mild nudity of 4 young woinan,
In an online forum this image is claimed to show child porography, albeit this
claim cannot be verified (due to ethical concerns we refrain from providing a ¢i-
tation). Notably, two of the explicit images were only detected by our suspicione
transaction detector, i.e., they were not inserted via known services,

While largely harmless, potentially objectionable blockehain content is infre-
quently inserted, e.g., links to alleged child pornography or privacy violations.
We thus believe that future blockehain designs must proactively cope with objec-
tionahle content. Peers can, e, filter incoming transactions or revert content-
holding transactions [TIISI], but this must be scalable and transparent.
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10

AR - % extra reward gained
=2

0 2 KR A RS J RS 3RS X RS X2 XN

0 0.1 0.2 0.3 0.4 0.5
a - power of the attacker

Fig : The attacker’s extra reward (AR) in the scenario where the whole
network is considered as one public pool.

i LAB Luu L, Saha R, Parameshwaran |, et al. On power sp "Iéing games in distributed computation: The case of bitcoin
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PAKIE, HITEEESNEE = HEMNGas#= (gas value
) x GasByi#E (gas price)

Name Value Description®

. 0 Nothing paid for operations of the set W¢,.0.

{ihuss 2 Amount of gas to pay for operations of the set W, ..
verslon 3 Amount of gas to pay for operations of the set Wyeryiow-
Ghisi 5 Amount of gas to pay for operations of the set Wj,,,.

G oid 8 Amount of gas to pay for operations of the set W,,,;4-
Ginioh 10  Amount of gas to pay for operations of the set Wp;4p.

S aninode 700 Amount of gas to pay for operations of the set W, s ode-
Ghbalance 400 Amount of gas to pay for a BALANCE operation.

(sloai 200 Paid for a SLOAD operation.

(PiEBUAXITEREFR)
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ey "BREET
selfdestruct(address)

ER: BELHR, FRRIEI—NMEEK,  (FEEKFPA
FE, SEUE—TH=KRF)

| ATEMANEDNABERNE RSN HTHER, ZRHN
gas value A 0

| WHEABZER, BERSXABZEE, RL%E/KT19005 7
=P
- RBEFE=TE
— 1BNNRESESE
- BT EFNEERE

E:IE LAB 57

WWW.INPLUSLAB.COM




PAKIE =M DoSIE: Hard Forks
Ethereum Hard Forks
Name On Roadmap Date Block
Frontier Yes 201547H31H 01:26:28 1
Frontier Thawing Yes 201549H8H 07:33:09 200000
Homestead Yes 2016E3H15H 03:49:53 1150000
DAOQO Fork No 201678 20H 23:20:40 1920000
EIP-150 Hard Fork No 2016108 18H 23:19:31 2463000
Spurious Dragon No 20164E11H23H 01:15:44 2675000
Byzantium Yes 20174£10H16H 15:22:11 4370000
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*xJFHard Fork B95#iX

Ethereum Classic {2 st
@eth_classic

A HF that changes the ledger of the blockchain is bad.
A HF which provides for technical improvements is
good. Simple enough for you Prof ?

@ Emin Giin Sirer 8 @el33thdxor - Oct 15, 2016
Replying to @MirakhorHassan and @Benvh

na, define the fine line in the sand where some hard forks are OK but others are
not. you've been avoiding it all day

3:06 AM . Oct 16, 2016 - Twitter for iPhone

Ethereum Classic @
@eth_classic

Replying to @ciscoguru @FridgeSealKit and @jonathpatenaude

A HF that doesn't change the history of the ledger
doesn't violate immutability.

310 AM - Oct 18, 2016 - Twitter for iPhone
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DDoS Attacks in Bitcoin Mining Pools

How to DDoS attack:

— ft manager fE AIELEEE, @ victim pool 12
R ARE1RBI solution

=k

W itbmanager o] g€ AEIR

UEANIR 2 WX R

victim pool # K&
solutiony&% THRBEX

REFH IR

» Hash power of victim-pool is weakened due to such DDoS attacks
« T LAfEx B victimi i, A attacking At

Wu S, Chen Y, Li M, et al. Survive and Thrive: A Stochastic Game for DDoS Attacks in
.. " LAB Bitcoin Mining Pools[J]. IEEE/ACM Transaction%é)n Networking, 2020, 28(2): 874-887.
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DDoS Attacks in Bitcoin Mining Pools

Bitcoin Network

base
migration

.-"'6"--"3"-
.._)J ' ' ' '

(' Solo Miners y,

base
migration
7/

~ o ‘mlner hoppmg - -

— o —

-> Migration =% DDoS Attack ‘?.Pool Manager 1Registered Miner a Pool Server

Fig. 1. The bitcoin system with 14 miners and 2 mining pools led by 2 pool
managers. Pool 1 and Pool 2 have 3 and 5 registered miners each. 6 solo
miners are in the rest of the bitcoin network.

Wu S, ChenY, Li M, et al. Survive and Thrive: A Stochastic Game for DDoS Attacks in
- LAB Bitcoin Mining Pools[J]. IEEE/ACM Transaction%%)n Networking, 2020, 28(2): 874-887.
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DDoS Attacks in Bitcoin Mining Pools
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Fig. 4.  Accumulated average payoffs of different strategies under different initial states.

- HM1 ES1< M2 EARE, M1 e tb EAFIE R T fair share 5o
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o W LAB Wu S, Chen Y, Li M, et al. Survive and Thrive: A6§tochast|c Game for DDoS Attacks in Bitcoin Mining
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