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G2 £ -1 ELSE: Proof of Work, & Difficulty

Ledger

Alice pays Bob 20 LD
Alice pays You 300 LD
Charlie pays You 100 LD

1073765433

X

Proof of work”

Probability:

SHA256

>

1 |
230 ™~ 1.000,000,000

30 zeros

prm—\—
11001000100010100100001110110000
00000000011100101100100000000100
01100000000111001100100101000110
00001111110110110110011111001000
01111001111101100001010110001100
10001101011100101011110100110101
10101101101100111100101110101011
00010000011101100110100110111000
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| Part 1: Math behind Mining
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PDF: Probability Distribution Function

I EX
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PDF of mining the next block

A I — A~ X B s B[R] A 3R 58 B e 4K

1047

AT —A X BeRytE] (4K )

But, to any miner:
The avg time spent on mining the next block = 10 min / ratio of its hash power

o RUIA4LM 0.1% 1Y hash power, 4 10,000 42 E$k 21— ~Block: one week.
o WIREIE MR SISMBR, FEr=<
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128 R4 (cont.)

| M A miners B{EZF)1LE: Poison process
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| Median Confirmation Time of a TX

Median Confirmation Time

The median time for a transaction with miner fees to be included in a mined block and added to the public
ledger.
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— IS RIS T EE (cont.)

Average Confirmation Time

The average time for a transaction with miner fees to be included in a mined block and added to the public
ledger.
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Fig. 12. Performance of the prototype deployed on the remote google cloud.
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Mining Difficulty

| Difficulty is a measure of how difficult it is to
mine a block,

— (in more technical terms) to find a hash falling into a
given target.

| A high difficulty indicates that it will take more
computing power to mine the same number of
blocks,

— making the network more secure against attacks.
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Mining Difficulty (cont.)

| The difficulty adjustment is directly related to the
total estimated mining power

— estimated in the Total Hash Rate (TH/s) chart.

Total Hash Rate (TH/s)

The estimated number of terahashes per second the bitcoin network is performing in the last 24 hours.
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https://www.blockchain.com/charts/hash-rate

WEEY XEERRE

MR R
— The difficulty is adjusted every 2016 blocks
(every 2 weeks approximately) so that the

average time between 2 consecutive blocks
remains 10 minutes.

IR HERE, AT B TRIAH R AR E

A L s
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| O T A E RE R B YA
— Every two weeks, to calcuate:

— next_difficulty = previous_difficulty * (2 weeks) / (The
time to mine the recent 2016 blocks)

| Why 2016 blocks?

— It is the expected number of blocks in 2 weeks at the
specified rate 10 min/block.
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20 Y E R3S E 3 (cont.)

| FeZmZ 2. 4 Hashrate (3275, EE0 YR
8
— Difficulty over time: Periodically increasing per two
weeks.

SO, PR R R

Network Difficulty
ire of how difficult it is to mine a new block for the




Difficulty vs. Hash Rate

Difficulty

Network Difficulty

A relative measure of how difficult it is to mine a new block for the blockchain.

Hash Rate TH/s

«r Blockchain

Date

Total Hash Rate (TH/s)

The estimated number of terahashes per second the bitcoin network is performing in the last 24 hours.

s Blockchain

Date
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Median Confirmation Time

The median time for a transaction

tion with miner fees to be included in a mined block and added to the public
ledger.
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Outline

| Part 2: Forking
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— Such that the old nodes keep the same, but
new nodes are upgraded

\
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Average Block Size (MB)

The average block size over the past 24 hours in megabytes.
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BEL IZ0WRES

| BRI LR R RER AT 2 IR TE honest B L F-H
B2 e w e 1ERATEZE 34N e B

T A AP E — R RN R 2 5 O ?
» Afg, A EZS, 5 honest F5 iASHIN, HEETS ER T
MR AT R U R T

—  #2.EEAT ST RA double-spending Mg ?
o BXE, BrIEA 51% H 7

— BAN, ARKER AT RWEERY, W DAEES selfish-mining, yft4?
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o [ FXA [, FefT1#F—T selfish mining
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Selfish Mining — HF.iZH"

| Definition

— A selfish miner hides the new block it just mined, and
keeps to mine the next following this hidden one.

| Motivation: Why mine secretly?

— Only himself knows a new block was just mined, such that others
are mining following the old previous block

- —HRMHE, REMAH KRG 0V E T iG55

— -

| |::> |

T B B

a secret branch a secret branch
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Selfish Mining — HF.iZH"
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Selfish Mining — HI.&EH
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—fho X K d5 — 51% attack

I A 51% attack is an attack on a blockchain by a
group of miners who control more than 50% of
the network's mining hash rate.

; | o N
T K

51% Miners
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—fh o R &5 — 51% attack (cont.)

Eid51%I T, RILASLER double-spending attack
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@Ethersca,n AllFilters ~  Search by

Ropsten Testnet Network Home Bl

Transaction Details

Overview State

[ This is a Ropsten Testnet transaction only |

(® Transaction Hash: Oxb6a70ffcObc1d864fd776abd973b05418937d819665e1ab0f5a1dc79756928e7 ([
(@ Status: es

(® Block: 8854537] 14 Block Confirmations

(® Timestamp: ® 3 mins ago (Oct-11-2020 04:43:46 AM +UTC)

@ From: 0x81b7e08f65bdf5648606c89998a9¢cc8164397647 [

@ To: 0x8554a40e3ae79e388c5c3b735b4a2fc64765¢919 [

(@ Value: 1 Ether ($0.00)

( Transaction Fee: 0.000042 Ether ($0.000000)

() Gas Price: 0.000000002 Ether (2 Gwei)

56



Summary of this dass

| Part 1: Mathematics behind Mining

L=

| Part 2: Forking —— 4> X 1 J5 3 52K

| Part 3: FoAy e bl ) — e

57



