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EeiF 4t XA =m—— Types of nodes

| Bitcoin network is a peer-to-peer network
— nodes exchange transactions and blocks
— there are different types of nodes on the network

| The role of a node
— Validate a new block

— Store and save the transaction history of a block

— Update other nodes in the blockchain to ensure all nodes on the
blockchain have the latest information
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| Two typical types of nodes
— Full nodes,
— SPV (Simple Payment Verification#Z2iX3Z {3 I€iF) nodes

15 Source: SEBA Research



teig 4t K R— Types of nodes (cont.

I 2% /™ (Full nodes)

~ WAETENEIE: host a single copy of an entire
blockchain history including transactions, timestamps
and all created blocks.

— RELEINEE: wallet, miner, full blockchain storage,
and network routing functions

— they require more advanced computing
power and energy and thus, are
expensive

— It is estimated that the Bitcoin network
has over 10,000 operational full nodes.
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teig 4t K R— Types of nodes (cont.

| B/ (SPV nodes, or lightweight clients )

— download wallets and connect to full nodes to further
validate information stored on the blockchain.

— They are much smaller in size and only hold information of
partial blockchain histories.

— perform only wallet and network routing functionality.

— SPV EFRRBETHAEXRIIXERL (Block
Header) , F#frEBNEMMUTETEMTLILS LR

4536 @

~ SPV nodes BB URINGRMHIEAN SR ZBEE &
SREBIEY (GETFRRES) , UREATSOEN
BP (EEE %5 MK RE R RS ) @ @

_ $#—#RA: SPV proof, MSEMYE, B SPV SRiEH @

— PR SHLEREXRER LA, FRA SPV ERR (
SPV Proof) , IBTE “KERENEEREM" 28HhES
i .
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| %8 (Wallet)
— HUAXEFLSMRR S . ERENEE
. I (Miner)

— AT IERIEEEERSSOIEFIENEE, MmERE
RGNS AR R 2 F 482
| FeEXHEIEFAM (Full Blockchain)
—~ FREXRENTEYE, T RIERERS, A5
EfGEE I kSE
| MZEEHE (Network Routing Node)
- EERE—THENTR, R ARSZTIKEREE, &I
F4EF T =B R9ER
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| BT R B BB TR Oy
| ZO% Ty s (Reference Client (Bitcoin Core) )
- [EEM. 7L, e, MR U ThEe
| 495 & (Full Block Chain Node)
— JIA e X ds, B M 48 DI RE
| QST A7 A (Solo Miner)
— AR SRESEE, BABIIRMIZT i), A
R At T i B 53 ) B A T2
| 2Rt (Lightweight (SPV) Wallet)
- WEERES R KT
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L4t XA R—— more types of nodes

- ITH M (mining nodes, or miners)
— Mining nodes are only responsible for creating blocks to add
to the blockchain,
— they are not responsible for the maintenance or validity of
future blocks (unlike full nodes).

Mlmng
Node

@®@
@@@

Full, Light and Mining Nodes illustrated on a Blockchaln
20
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Key differences between mining nodes and full nodes

| Miners
— are typically rewarded through coinbase rewards

— not necessarily to host all historical TXs to identify the
validity of new TXs, FRIEXAH TG FIEL

— —ANaEEFE miner A 0] fER TS R H T,
“SH (NEEAE AL S 1) block) 7
| Full nodes
— are not rewarded,
— are volunteers of the P2P network,

— they are incentivized on preserving and further
decentralizing the blockchain.

— a full node does not require a miner to exist.
21




Table: Key Characteristics of Node Types

Can propose Send new Holds wallet Holds the complete
new blocks transactions balance data history of the
information blockchain
Mining Nodes Yes No No No
Full Nodes No Yes Yes Yes

Source: SEBA Research
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ki 4t X—— Mining Pools

| & (Mining Pools)

— the process of mining consumes energy and
miners typically have high start-up costs in
purchasing the computer power required.

— This has led to the popularity of mining pools,
which exist to pool (£/) hashrate from multiple
sources/users.

- T IMNKRERE, ZFR—ENEENVNS5ZH, 857
MR o BN RS —ERIFZH KN
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— TR T
— RITFRE A AR, SR AREII A B A B %
— BETIEZ, AT K B 2 A
—  RERp AR R L 5E T ER SN 1) bootstrapping HYZ5 5
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JBaI— IR

Hash Rate TH/s

| Bootstrapping firkc: &8z

Total Hash Rate (TH/s)

The estimated number of terahashes per second the bitcoin network is performing in the last 24 hours.

Average Block Size (MB)

The average block size over the past 24 hours in megabytes.

140m
1.4
120m
1.2
100m 1
1
80m 0.8
.8
0
=
60m 0.6
40m 0.4
20m 0.2
7 Blo‘ckchain ‘ <7 Blockchain | .
I | I
2010 2012 2014 2016 2018 2020 2010 2012 2014 2016 2018 2020
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N 2B TATAH AR5 7

M= X @ $10t28% [#) 9:33

< yahoo/finance

Toronto-based personal light electric
@Iz X e @ %10:28% [(#) 9:34 vehicle (LEV) producer Daymak plans to

launch a cryptocurrency-mining car that will

( yﬂhOO.’findnce allow owners to make money when parked,

plugged in, or wireless charging.

ThiS E|ECtriC VEhiCle mil‘les The car, known as the Spiritus, is a three-
Cl‘yptO il‘l itS fl‘ee time wheeled all-electric vehicle able to seat two

adults aimed at being a daily commuter
“designed with the track in mind,” according

“A Thomas Hum to Daymak’s website. The base model
Sat, 2 October 2021, 3:17 am - 3-min read Spiritus Deluxe has a top speed of over 85
mph, a 0-to-60 time of 6.9 seconds, and a
In this article: range of 180 miles. The upgraded sport
model Spiritus Ultimate has a top speed of
ETH-USD 2 DOGE-USD Y TSLA 2 over 130 mph, a O-to-.60 time of 1.8 seconds
+1.90% 220% -0.03% and a range of 300 miles.

“l think that in the future, we'll see
[cryptocurrency] replacing banks and
transactions,” Aldo Baiocchi, president and
founder of Daymak, told Yahoo Finance
Live. “So it was just logical [to incorporate
crypto mining capabilities] since the car
comes with computers on board, and most
3¢ cars, as you know, they depreciate.”




tHF it E FES R E

35



WS TR BL  T B  HRAG FO

| ERELEDT A 5y KA

| VR S BT R R T ?

| A BURISEHERIR 32 2 72 1E 24 A 5 7

36



Bio, ERIMTE—BFEL

| How Many Bitcoins Are There?

—  https://www.buybitcoinworldwide.com/how-many-bitcoins-are-there/

N BUY BITCOIN LEARN > GET WALLET > START MINING > BUY BITCOIN
WORLDWIDE Stats & guides Secure your coins Mining guides Buy & trade

How Many Bitcoins Are There?

‘ [ISRSICISRZISTAS g 2183,512°5

®
Total BTC in Existence . Bitcoins Left to Be Mined

A 89.698% i 900

% of Bitcoins Issued New Bitcoins per Day

All data/stats on this page are real-time.


https://www.buybitcoinworldwide.com/how-many-bitcoins-are-there/

20 BB

| WS B HE R T ?
— 22 R L
— IEU IR H Y

¢ Every bitcoin transaction must be added to the blockchain, in
order to be considered successfully completed or valid.

IO IN: O F R 77 MR O gL
— 2 block reward (currently 6.25 BTC),

— R oF2EEh. all fees sent with the transactions
iIncluded in the proposed new block.
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Explaining Bitcoin Transaction Fees

| For this reason, miners have a financial incentive to prioritize |
the validation of TXs that include a higher fee.

| For someone looking to send funds and get a quick
confirmation, the appropriate fee to include can vary greatly

| While the fee does not depend on the amount you’re
sending, it depends on

— network conditions at the time,
— and the data size of your TX.

39



Explaining Bitcoin Transaction Fees (cont.)

| Network Conditions

a block on the bitcoin blockchain can only contain up to 1 MB of
information

the # of TXs included in a block is limited
during the times of congestion, more TXs are waiting in the pool

miners choose which transactions to include, prioritizing the ones
with higher fees

When the mempool is full

+ users compete to get their TXs into the next block by including higher and
higher fees

+ Eventually, the market will reach a maximum equilibrium fee that users are
willing to pay and the miners will work through the entire mempool in order

Once network traffic has decreased
+ the equilibrium fee will go back down

40



Explaining Bitcoin Transaction Fees (cont.)

| Transaction Size
— block size: 1 MB of information

— TX size is an important consideration for miners

+ Smaller TXs are easier to validate; larger TXs take more work, and
take up more space in the block.

— For this reason, miners prefer to include smaller TXs.

— Alarger TX will require a larger fee to be included in the next
block.

— Q: Who calculates the TX fees?

+ Your BTC Wallet will automatically do this for you, and suggest an
appropriate fee.

41



Explaining Bitcoin Transaction Fees (cont.)

| Fees in your BTC Wallet

— dynamic fees: wallet will calculate the appropriate fee for your TX
taking into account current network conditions and TX size.

— You can choose between a Priority fee and a Regular fee.

¢ The Priority fee is calculated to get your TX included in a block within the
hour.

¢ The Regular fee is lower, and is for users who can afford to be a bit more
patient; This type of TXs will typically take a bit more than an hour.

— Advanced users can set custom fees for their TX in units of
satoshi per byte (sat/b)

¢ At a Risk: setting too low a fee may cause your TX to
remain unconfirmed for a long time and possibly be rejected.

¢ Q: What will happen when all BTC are out-of-mining?

42


https://support.blockchain.com/hc/en-us/articles/217116406-Why-hasn-t-my-transaction-confirmed-yet-

TZH B R HG

1L BT 5 2
— L A] DA MR L R o At i DX B B
— BROARYER IR AR A 5 Bk LU IR S AL 5

Mempool Bytes Per Fee Level
The current state of the mempool organized by bytes per fee level. -‘LZIZIJ%% mempOOI ,:F[’ ﬁ
MM W E: Es Mo M7 Mo Mo Mo M Wiz M1 M His Mo M Wie Mo M0 W2 g FEFHP R E T2 5
PO PR RE BEA—FF:
2 R AR B B AL S Y
fee 5.

Fi He BT 1) gt 1 ) AT T
B, GRAAR105 6 8 Ak
Tebr A — IR N T R

(RFERR L) | 4R E
N AR T O LB R Y
‘ Bytes (of TX) M mempool
e HFIHRT .

Total Sum Colored by Fee Level (Satoshis Per Byte)
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28 HIREE (cont.)

|4 AR E AR X
- B LHRB—PMAUXRIZ )G, AT 2 B ] bR R 2%
HATX— X,
— BOARIBIE &L ZIE AT,
— (BB DA — —— HALIZ4” or block withholding

attack
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AT IZEHHOR B SR —— 12 SR PAR

| 253 an empty block
— only includes block header
— Is with empty TXs in the block body

— What is the motivation behind empty blocks?
o FHRE S| H R )
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TZE AL K] HER B SRR — ST

| —Fh&iE: 51% Forking Attack

— What strategies can help attackers make it?

| B WS AT A X
— A EE: e, g H0rg Miner A EE
— JH1d Out-of-band =G . 25/ 8%, P HEE s EEAR

Jil e 1
— XU REE N ?

o B Tt ANERLS, ZAE R mEARS
o BT L2080 MWFI%E, who care £ 4&F| %
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—MaE — 51% K&

I A 51% attack is an attack on a blockchain by a
group of miners who control more than 50% of
the network's mining hash rate.

o+ H ]

51% Miners

R0 6 0 R R A R
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—fp51E — 51% I 5 (cont.)

Eid51%I T, RILASLER double-spending attack

(1) AZEBSIAFLELRFM, HTE— R HIA
(2) AEFHE—ERZGHASC, FHATOHRIAT (4X)
(3) FERE AR FISARB] T —k, £MIAWA>C, ZH5A>BILRL

é IR
- & ESeS
“ “ confirmations, 1,
A AR, H
A EHEASN%
Il A

S 0 BRY
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N{aIBESE 51% BT ?

TSR R F— AT R WA
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. 2w LOE 73 5 BB R ok % T X
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@Ethersca,n AllFilters ~  Search by

Ropsten Testnet Network Home Bl

Transaction Details

Overview State

[ This is a Ropsten Testnet transaction only |

(® Transaction Hash: Oxb6a70ffcObc1d864fd776abd973b05418937d819665e1ab0f5a1dc79756928e7 ([
(@ Status: es

(® Block: 8854537] 14 Block Confirmations

(® Timestamp: ® 3 mins ago (Oct-11-2020 04:43:46 AM +UTC)

@ From: 0x81b7e08f65bdf5648606c89998a9¢cc8164397647 [

@ To: 0x8554a40e3ae79e388c5c3b735b4a2fc64765¢919 [

(@ Value: 1 Ether ($0.00)

( Transaction Fee: 0.000042 Ether ($0.000000)

() Gas Price: 0.000000002 Ether (2 Gwei)
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51% BRG] B ES

| S1%X vl AR ] (FHLIE) HAh <2 75157
— SR IE R R AN (Kean, Peter) pyRiht, I
F] DLLEVET Peter Hihikpd MR JoiE (s A 9

)

— Wi nl DA
& ANITHABLLHL 5K H Peter 19525,
o 25 3E4E create £1573 [ Peter Hitikf#%)%2 55 %) new block
& EATESH LR S ) block |- 4E &

— {Hi2, AhARTPARH 1L Peter 1952 %

o [ Peter BAZ 5y S AR BN 48 GHBr1 mi b AR IG5 A
s, RESR 5 KBS ETHN
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i FLP AT RESS S
— 1 Michael J. Fischer, Nance A. Lynch 5 Michael S.
Paterson T£12 X Impossibility of distributed consensus
with one faulty process H B #—4 4518
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R ELar T 460

| ECER TR TPl 2 AR A R (R 15 2
1. HArmgHE T RS AT T &8R4 15
SR
o A DAVRELAF TR ERFE BT T RS0 H Rk 1 A5 23 ) @t
2. ERFMR RS FEALPE
o NGRS 548

o [HE IS TRIRLHE,  HUAF T 480 2 —4~ Block HYIA RS i & B A
SRR & AR R BOR

— Bitcoin overcomes FLP results!
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HAF 3L iH--=A 2R

I W EEsal
— FL]: BPRAS Z;/block A AL
— T O . BREs

| = Y. to ensure

— Bitcoin participants can communicate with
each other to achieve the consensus
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AR R--= R

| r) TE—?LKEI/J/H:T\//[{
— gk BRERR S

= X: to agree with
— Bitcoin owners’ unspent # of coins
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| Bitcoin’s Price [3t&iH
— Price: measured in $

| = Y. to ensure that

— Everyone wants Bitcoin
— Everyone can trade with Bitcoin
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| The genius of Bitcoin’s Design

— It realizes that it is hard to achieve any of the three
perspectives of consensus,

— because it is impossible to guarantee the consensus
of rules in a decentralized, anonymous, and worldwide
system

| However, we see that

— Bitcoin somehow combine those 3 perspectives of consensus
together and make them support each other

— But don't to be too optimistic! This consensus is fragile: it is
mixed with technologies and social network issues.
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Z&E1: 51%-based Double Spending
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ER2: WEmRZZ2NEITER

(18] FERF TR AL 2 e A e TR BG4 R
— RN ERTR; BRI AT SR PR3P
— TXFTHZ BIFR A 2] mempool, Sk T f# mempool f— L6y

Alice broadcasts a
transaction message.

The transaction is
now part of the

blockchain, and it
cannot be altered.

. Using the public

ledger, we can

.« determine Alice's
. current balance.

When the miner
solves the hash, he
adds the new block to
the chain.
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The transaction

~ message lands in the

mempool.

A miner picks up the
transaction and adds
it to a block.




% 5¢ — mempool (L ER1EZT)

| Mempool

— https://blog.kaiko.com/an-in-depth-quide-into-how-the-mempool-works-
c758b781c608

— The mempool is the node’s holding area
for all the pending TXs.

Mike Billy

sends 2 bitcoin Sends 1 bitcoin Lmda .
to Ira to Daniel Send: %5 bitcoin

o N3

MemPooL | y y

v 7
|P\""‘-l—’C) LB-:J_—;]B lLﬁ.S'AR)

— @-)2-)]:] LB—»J-,_—)J)
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% % — mempool (cont.)

| There are as many mempools as there are as nodes

As the Bitcoin network is distributed, not all nodes receive
the same transactions at the same time,

SO some nodes store more TXs than others at some time.

Plus, everyone can run its own node with the hardware of
his choice; so all nodes have a different RAM capacity to
store unconfirmed TXs.

As a result, each node has its own version of the
pending TXs

This explains the variety of mempool sizes & TX counts

found on different sources.
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% % — mempool (cont.)

| How does a new block impact the Mempool?

— When a node receives a new valid block, it removes all the TXs
contained in this block from its local mempool, as well as the

TXs that have conflicting UTXO inputs.
— This results in a sharp drop in the Mempool size

0 m8 E L Sharp increase:
O9MB
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E5E3: BAKRATENR Z 2 MO IERT?

When two blocks make it onto the blockchain
at the exact same time, creating a fork,
miners will continue adding blocks to the
branch of their choice. Eventually, one branch
inevitably becomes longer, and the shorter
branch is invalidated. The transactions on the
blocks on the shorter branch return to the
mempool for miners to pick up again.

B EHEIE T mempool, i fE2eRfT A Lk
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More materials
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#:#F — Github book: Mastering Bitcion

— https://github.com/bitcoinbook/bitcoinbook

Chapters

e Chapter 1: 'Introduction’

e Chapter 2: 'How Bitcoin Works'

* Chapter 3: 'Bitcoin Core: The Reference Implementation'
e Chapter 4: 'Keys, Addresses'

e Chapter 5: 'Wallets'

e Chapter 6: 'Transactions'

e Chapter 7: 'Advanced Transactions and Scripting'
e Chapter 8: 'The Bitcoin Network'

e Chapter 9: 'The Blockchain'

e Chapter 10: 'Mining and Consensus'

e Chapter 11: 'Bitcoin Security'

* Chapter 12: 'Blockchain Applications'
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TR > DA

| What Do YOU Need to MINE ONE BITCOIN In
20207!
— https://www.youtube.com/watch?v=5V_ApOly MO
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| L [REE “Monoxide: Scale Out Blockchain with
Asynchronized Consensus Zones”,
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| 2. Z75 3R
| Monoxide: Scale Out Blockchain with
Asynchronized Consensus Zones

| Majority Is Not Enough Bitcoin: Mining Is
Vulnerable

| “ Proof-of-Work ” Proves Not to Work; version 0.2

3. 1R EK:
| BORE B HORKW S, FEAR.
| AR EEERCETE] 11 H 15 H 24:00.
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