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B Blockchain is built on top of three key technologies

: Use of public key cryptography and :
cryptographic hash functions:
essential for transparency & privacy

.
.
.
.

very node of the network is a clients
as well as server, holding identical ;

copies of the application state Cryptography

=
o

Blockchain iy

:' Nodes of P2P Network validate transactions
' by consensus, following economic incentive
mechanisms (Proof of Work,
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The Bitcoin P2P Network

B Bitcoin Network
pure Peer-to-Peer principle
Bitcoin clients have to agree on account balances

Goal: Consistent view in the whole network



P2P Network Structures

B Bitcoin: Unstructured Peer-to-Peer network

Structured Network ZEF4b3Fh

* Main advantage of structured networks — quick search of the
specific information

* Structured P2P networks overcome the limitations of unstructured
networks by maintaining a Distributed Hash Table (DHT)

* and by allowing each peer to be responsible for a specific part of
the content in the network.

* Not applicable to Bitcoin: It requires all nodes need (more or
less) complete information

Unstructured dE454946#$h: No overhead for maintaining the
structure

* There is no guarantee that flooding will find a peer that has
the desired data

* Flooding also causes a high amount of signaling traffic in the
network and hence such networks typically have a very poor
search efficiency 8
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Joining the Peer-to-Peer network

B First step: Finding some other peers

Requires “cheating”: Finding peers without

some central system is difficult
Bitcoin’s approaches

* Use pre-configured IP addresses

* Get IP addresses from an IRC channel (no ;:ll}ent
longer used in the default setting)

* Get IP addresses via the Domain Name

System (DNS servers run by volunteers)

11 1



Connections in the Bitcoin hetwork

B Node knows some IP addresses of other nodes

Node connects to a certain number (default: 8) of
these nodes

Node accepts incoming connections beyond that limit

On average: About 30 connections per node that accepts
iIncoming connections

B |nactive nodes are deleted from lists after timeout

(several hours)

12
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Bitcoin transactions and blockchain

B |Individual transaction from A to B

A signs the transaction using the private key of his address

A broadcasts the transaction to the whole Bitcoin network

B Confirmation of transactions: through a block

Nodes (miners) collect TX to form a “block”

Miners append block to blockchain and compute a PoW

Successful miner broadcasts the block to the whole

Bitcoin network

13
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Broadcasting

B Sender informs all connected Bitcoin nodes about

availability of a new TX / new block
Invite message

B On receipt of an /nvite message

Node requests the TX / block if it does not know it

Node verifies the TX / block based on local blockchain
copy

Node informs all connected Bitcoin nodes about

availability of a new TX / block

14 1
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How to reach a consistent view?

B Goal of the P2P network: Consistent view

Network becomes inconsistent once a new block is
generated

Verifies

Generate

Knows
s block

blocks 1to
E _/>
Transmlt
Knows blocks And ]
1. to 1234nows SO
blocks 1 to 1235

fort

Transmits
block

Verlfles

block
1235




Information Propagation

B Investigation by Decker and Wattenhofer (Proc. IEEE P2P'13)

Connection to a large number of nodes, observation of

information propagation

25121, Average time till a node receives a new block: 12.6

seconds

25182, Long tail: 5% of nodes do not have the new block after 40

seconds

17
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Information Propagation

B Problem of propagation time: Other miner may find a
new block within that time

blockchain fork: two inconsistent versions of the blockchain

Decker and Wattenhofer observe 169 blockchain forks during

a period of 10,000 generated blocks

Original chain

Common history




An example of inconsistent view
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Dealing with inconsistency

m Each miner continues with one version of the
blockchain

First newly generated block leads to longest chain

All nodes switch to longest chain once that block has been received

m [ransactions present in the shorter chain:
 Not lost,
* Dbut integrated into the next block

20
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Privacy issues in P2P Blockchain Networks

B Bitcoin privacy research concerning the TX graph (32 %) 4ii%)

linking different Bitcoin addresses of a user

W, RIARNTX (EER, BUHER, ARI) # AT AREREI /R &0y

B Concerns in such the P2P network

Threat: Figure out origin (IP address) of a TX by finding the first node

that broadcasts it

To Overcome:
= Try to get connections to as many nodes as possible

= Join the network under many fake identities to get many other nodes to

connect to you

26
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Privacy issues in Real-World Networks

B Bitcoin Exchange or BTC Wallet
They need your ID, & Credit Card
W2, Fe2e LA T b 55 AT LA RIR B IR S 4y
B Concerns in such the Real-World network
Threat:
WA AT (#4552, they don’t even have to know your name
O 25 BRI TR] 5 4 A2 -S4 BRI TR A Ik
15 0T R HbEA O, Sender, Receiver A [ €

To Overcome:

2 B 5 1Y) o R B

27
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"WikiLeakS Leaks News About Partners

Donate to WikiLeaks

WikiLeaks is entirely supported by the general public.

Your donations pay for WikiLeaks projects, staff, servers and protective infrastructure.

Credit Card Paypal Bitcoin  Bitcoin Cash  Litecoin ZCash  Monero Eth

Credit Card

Bitcoin

Bitcoin is a secure and anonymous digital currency. Bitcoins cannot be easily tracked back to you, and are safer
and faster alternative to other donation methods. You can send BTC to the following address:

36EEHh9ME3kU7AZ3rUxBCyKR5FhR3RbqgVo
Various sites offer a service to exchange other currency to/from Bitcoins. There are also services allowing trades
of goods for Bitcoins. Bitcoins are not subject to central regulations and are still gaining value. To learn more
about Bitcoins, visit the website (https://bitcoin.org) or read more on Wikipedia.

For a more private transaction, you can click on the refresh button above to generate a random Segwit (BIP-
49) address.

Please do not use old (1HB5X...) donation address. (message signed with old address here)

31
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1g MDMA 82%+ High

50 gr. Crystal MDMA Rocks

Quality -Made in Germany-

$1.30

Kamagra jelly (India
week pack
$0.98

10 grams ketamine crystals

B7.15

$23.33

chaycnmb Wax (554%

THC) Fully Purged
$1.45

Grade)
2.49

(100 Pills)
B2.32

1 gram ® Moroccan Hash =

DUTCH QUALITY
Bo.27

[3g] Greenstone NZ Hash (B +++ 100 x 25-NBOMe
Strawberry Snuff Caps +++

83.80

Valium 10mg/ Diazepam

3g XxX AAA QUALITY
WEED,AMAZING

Citalopram 10x 20mg table

. 300% 251/25¢c-NBOMe Liqui
Dropper 1200pg
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