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Expectations

| Secure Access Service Edge (SASE)
. Social Distancing Technologies

Explainable Al

Embedded Al
Data Fabric

Composable Enterprise
Al Augmented Development

» For example, “authenticated
Carbon-Based Transistors provenance” is a way to authenticate
assets on the blockchain and ensure
they’re not fake or counterfeit.

Responsible Al _
Multiexperience _

Digital Twin of the Person

Packaged Business Capabilities ¥ Citizen Twin

Generative Al
Composite Al
Adaptive ML

Bring Your Own ldentity
» While blockchain can be used to
authenticate goods, it can only track

- Social Data
—. Private 5G

Generative Adversarial - Differential Privacy : . . PR :
Networks 2% 50 icoradable Ontologies and Graphs the information that it is given.
2-Way BMI (Brain — _ Sensors
Machine Interface) -
L ) Health Passport

Self-Supervised Learning

Low-Cost Single-Board — 4% pya computing and Storage

[ﬂ%ﬁ%%ﬁ

Computers at the Edge ) ;
— Al-Assisted Design

Authenticated -

Provenance
Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity

Do,

Time

Plateau will be reached:

() less than 2 years @ 2to5years @ 5to10 years A\ more than 10 years (%) obsolete before plateau As of July 2020
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Nonfungible Tokens ﬁ NFT:

Data Fabric
Decentralized Identity ]

Al Augmented Software Engineering

ARG |

Employee Communications
Applications

Composable Applications

<[DID LS HEE ]

Generative Al

Multiexperience

] P
Active Metadata — 4 Digital
Management Humans
Decentralized
Finance

Real-Time Incident—
Center-aaS

Composable Netwarks =

Self-Integrating -
Applications

Expectations

Homomorphic
Encryption

Industry Clouds

Physics-Informed Al

MNamed Data-
Networking

Sovereign Cloud

— Machine-Readable Legislation

— Influence Engineering
— Al-Driven Innovation

Quanturm — Al-Augmented Design
L Digital Platform Conductor Tools
Peak of
Innovation Inflated Trough of Slope of
Trigger Expectations Disillusionment Enlightenment

2-2021

Plateau of
Productivity

Time

Plateau will be reached:

() less than 2 years @ 2to5 years @ 5 to 10 years A more than 10 years (%) obsclete before plateau

As of August 2021
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Expectations

T Gartner FEEL AR FAE H1%6-2022

undation Models
Web3 NFT /DID

Decentralized Identity
NFT
oud Data Ecosystems

Computational Storage
Superapps
Industry Cloud Platforms

Internal Talent Marketplaces

VDigital Humans ﬁ?k

Dynamic Risk
Governance

Observability-Driven
Development

Bt e Cloud Sustainability

Platform Engineering

— e
CansalAl Metaverse JCFH

Open Telemetry

Minimum Viable
Architecture Augmented FinOps

Digital Twin of Machine Learning

a Customer Code Generation

Generative Design Al
Gybersesur ity Autorjomlc Systems Peak of
Xleshh Innovation Inflated Trough of Slope of Plateau of
rehitecture - Trigger Expectations  Disillusionment Enlightenment Productivity

Time

Plateau will be reached:

(O less than 2 years ® 2tob5years @ 5to 10 years A More than 10 years @ Obsolete before plateau As of August 2022
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin(@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution. but the main
benefits are lost if a trusted third party is still required to prevent double-spending.

Q 2009F1H, GIEXIREEAE.

Dorian Satoshi Nakamoto
(not actually Satoshi Nakamoto)

JRREETANS (P20 MRTAGRG, HELH o oo™
INEAIARRZ 2T BT, T2 B TH=T, ¢ i

worked on classified defense

a7 — e EmER. projects.
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Hash of block 0 - = = Hash of block i-1 g Hash of block i < Hash of block i+1
e

Timestamp ~ Nonce Timestamp = Nonce Timestamp ~ Nonce Timestamp | = Nonce
TX1||TX2==dTXn TX1 TX2==«TXn TX1| TX2 ==+TXn TX71 | TX2 ==eTXn
Genesis block Block i Block i+1 Block i+2
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Blockchain
ICO NETWORK
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Anonymous ?\
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« ZHMAIERRZero Knowledge
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575 BRIZK

Q EX:
s AR EREKERNEEMRE N — /\ixm’mkiﬁuﬁ HE R R EY
= IIRZR: h = Hash(M), METKHEE, hBEE KWK HE
d HBY:
» . HESRETHSEKIERE ‘Hriesl
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Arbit
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1.3.1 ZBREZEM

N

ZEF IR

O ZBEFM AR (Hash Function) , 454
= B AA LA (EE K/ string
= FH k/J\(t:E), e.g., 256 bit-long
 BRTE: BENRAZSE, aENERKME — On) EXRE

Hash function 11001010111100010010111000011011
11000101101010010110001011011110
e S 11000001110100000110010100111001

SHA256( “3BluelBrown”) = LLIH1110111100000001111100110110

00110110000011100000101011110010

N — — 00101001100000000011101110011110
10010001010000011100001001001100

Messa ge file 10001011111011010101010001110000
N———

“Hash” or “Digest”
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S0 AFEE B

_\11- e = ’ ~ Y - -.-‘ -~ ¢ —~1 I s o -

Cryptographic hash function {?0%%%%1??%1%%0?01?%1%%??}?01?1%
01111011101101001101101010010

T 01010100010001011110111011010010
SHAQB(“ s 10000101011100101100110011111101
‘ 00111001000111000001011001100001
00110010101100111110101100100100
00010101011010001010001000010010
11000001100001111001001110000100

\— —]

Desired output

<—

[nverse 1s infeasible

10010110011101111101110100000010

11011110111100110000110010011101

10000010001101011010101101001111

FE( S rmee 41927 — 11000011000111110001000111010110
SHAQUG((ﬂ“w‘#~3)-—1unmmﬂnwmmmmmnununm
00111101010010101101001111001001

10010111111101110111010001010000

00110011000110001000110000001101
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= flf & RH /1 (collision-resistance)

» [RAAE (hiding)

H

» R LT (puzzle-friendliness)



2245 E1-10#E[E 7 (Collision-Resistance)

#5M41—— REFEFE /1 (Collision-Resistance)
» RAEE, AMRURNIEREFE

Theorem BUOBN+H P TEREINTEEHRE, ERBEE—TESE
E=DERIPITE

JORASFHIAIMSE, TA—T &
BB T EOFHRST.
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= 5K
o X EEBEE—NME ZHEES
o MNEBEEIRX/LMHERN x, AR ENSHLE

= R x WEUEHIERB2EMES, BEAD”
o e.g. MEMILW: H(E@mHL)="FE" H(EAEHT)="KE .
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o FYREMHAFEEGH==n, (ARTRILFFEHMELE) , EEHO0,
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= KFIEZE —— Bitcoin’s mining: B @R “‘MREFEHER 2
 WR—DH(id || x ) BRI, U NFXPMRERE— 1R
RRES, tE AR E x SFF

= R4, FEATRILLA Bitcoin &IT— P HHAIE R, RRIEFES
5Z80 . F

BITCOIN
2
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= Mining Xf&— miner &2 \$E’J ARBBAEMIH—E
B #ZE x —— nonce!

» H ( header || TXs || nonce ) < target

Ledger

9 113 e l ~ l
Probability: 535 ~ 1,000,000,000

Alice pays Bob 20 LD
Alice pays You 300 LD 30 AN

Charlie pays You 100 LD f

N L1001000100010100100001110110000
1073765433 — . | 00000000011100101100100000000100
X SHA256 | 61100000000111001100100101000110
00001111110110110110011111001000

N . —® 01111001111101100001010110001100
“Proof of work 10001101011100101011110100110101
10101101101100111100101110101011

00010000011101100110100110111000
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Miner 3

Prev hash

Miner 1 gets 10 LD
Alice pays Bob 20 LD
Charlic pays You 50 LD

3019312665706690

Prev hash

Miner 2 gets 10 LD
Alice pays Bob 20 LD
Charlie pays You 50 LD

SHA256

9367055805810405

Prev hash

Miner 3 gets 10 LD
Alice pays Bob 20 LD
Charlic pays You 50 LD

g

7231684817218973

LS “BEZRA/RY” NNA: KA IHE

11011011011100111001000001000110
01101010001100100000110111010000
11111000001010101111101000110011
01111000011111100001101011100010
11100000001100111010010011100000
01000100111001110110010011100010
11110010111111010001010000101010
01110001110111011010001101101010

(0101010101010101010101010107010101010101010101010101010101010]0)
00000000000000000000000000001010
01011110011000011011101001101000
00000000111000110000101100110110
10000011000111110101001110111000
10001011111001000110110101111011
10001100110011000100100111100110
10000001010110010100101111110000

11011011011100111001000001000110
01101010001100100000110111010000
11111000001010101111101000110011
01111000011111100001101011100010
11100000001100111010010011100000
01000100111001110110010011100010
11110010111111010001010000101010
01110001110111011010001101101010
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518 — LR mAPERFIG?
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Q EE4ETHY
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<public key, secret key>

= <pk, sk> >KJ8F FEXSFRINZS
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Q ELH ER LR (8K BEEANE

Q A4, BHREFERTAH BHAR? 3
= % %4 Sign (message, sk) = Signature
» Verify (message, Signature, pk) = Ture / False

Signer (mm---- - Receiver
|
I

>

Il

Il

T
TN

—* Verity )——»

Verifies?

¢

(Yes/no)

__________

Signer's private key Signer's public key
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<

BHE

Q BH=1"5AM
= (sk, pk) := generateKeys (keysize)
o 18 keysize EREAN, RE=E—X A HFFAH
o FASA sk R ERFTF, FRARZZ—EBHE;
o A pk B AAEBAIAKEIR, EF'EARRIERNZE 2o

= sig := sign(sk, msg) T AR
o #E—EHE message FFATH sk fEAEA, HHiE & &sig

= isValid := verify(pk, message, sig) e UEIT 72
o BUH—EHEMEZRZBEESAHENEA,
o MRREZE, IEAKXRES,; &N, IEAEZAER AR
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Y=z

" §E

Lo M AT RfttBC K A58 (sk) X4
B 2T B2 (pk) RIE R 5 HEAME

L d

Sign(Message, sk) = Signature

Verify(Message, Signature, pk) = T/F

\\%: . 10001 ... X 10110000. ..
#10 BTC %

gﬁmﬂ% 4 ¢ 01000001 . .. pk: 01000010 . . . plk: 01000011 . ..

N

Alice | Charlie
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QA A4 “AFAEISHR7 ?
= Bitcoin HREZ2 AIK - <pk, sk>
s Htt R EE—1E R, HH “LiEE” 1 pk ®iE
" pk BLAT ARG —EX 5 “AieE” B 5

QA EZF o SmER
= BERY E B ETHIRE AL S 10

o new <pk, sk> = generateKeys (keysize)

B — P AALEZ <pk, sk>
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5|5

™

X ERE

X IREEEHELSH == Block + Chain

X ek

X Bk

|

I |

|t Hif [X Bthash BEALEC | [ :

| |

Merkle root i 1) 8k : :

/l‘\. I

Hash12 Hash34

Hash1l Hash?2 Hash3 Hash4
A A A A
ToH1| |52 2L 53 2L 54

Bl 2 EEAE T X BB 45 1)

: x_y% “_l

Fig. 2 Bitcoin blockchain data structructure

A )

/}H»

(

~

Block 5

Prev_hash

Timestamp

TX Merkle
Root

Nonce

=

_/

Size

Field

4 bytes Version

32 Previous Block
bytes Hash

32 Merkle Root
bytes

4 bytes Timestamp

4 bytes Difficulty Target

4 bytes Nonce

( )
Block 6
T Prev_hash Timestamp I
TX Merkle N
Root once
N _/
Description

Block 7
Prev_hash Timestamp
TX Merkle N

Root once

N\

_/

A version number to track software/protocol upgrades

A reference to the hash of the previous (parent) block in the

chain

A hash of the root of the merkle tree of this block’s

transactions

The approximate creation time of this block (seconds from
Unix Epoch)

The proof-of-work algorithm difficulty target for this block

A counter used for the proof-of-work algorithm
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SRS IR 2TA47

A B HTEET: *ptr = HashFunc ( Input Data)
» NMYEIRIR Z3EEE
» ME AR RIEZEIER S HRIZ00Y - XNEHE MNP

0—\ L5
;‘étt%ﬁjﬂé%ﬂ_ data nextt\\ o —

data |next @

ptr: M8 #FFEEf

—/

L Data 1 [ %A%t *ptr := H( Data)
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SRS e iast BHAR?

eAmiesr FARAR — XIREER “3%
'Taﬁﬁu—/\xﬁ%ﬁ’\] e/ HashFunc( BT — X R )

{ * ptr_k = HashFunc ( Block k ) ]

Block k ‘ ( Block k+1

4 D
Header ( Header W
<_\——[ Previous block’s hash: ptr_k ]

\ J
s S\
Body: Tx || Tx || Tx ...
S 7| Body : Tx || Tx || Tx ...
A — P XIR k

METX B k+1
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&3

d & Merkel + tree

mLE 2

A 5B /R

d M2 Ralph Merkle

f‘ o

Hash
1234
/ 5678
Hash Hash
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Version | Inputs Outputs Locktime
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Each output waits as an Unspent TX Output (UTX0) until a later input spends it
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Transaction view information about a bitcoin transaction

75eb73a617e1aaef1a187d% 19bdaee’c3B476e1399%8cablf05e9e5e83bd4b7

1KoFB5SQQq3kPZ8z6KFI97aTEQW1fjs76SS = 1INEFQJE6rQNnRaUtQwaxu8dV14McHMzFCS 0.065773 BTC
148mARsoudWildJi9sDolUa9tRtfogMGNdz 13MbEETZszRAZtF5s6MGXVIK4P5Svw7X8W8 0.00010771 BTC

P —

Summary Inputs and Outputs
Size 436 (bytes) Total Input 0.06598071 BTC
Weight 1744 Total Output 0.06588071 BTC
Received Time 2015-03-24 00:08:11 Fees 0.0001 BTC
Included In Blocks 348915 ( 2015-03-24 00:12:26 + 4 minutes ) Fee per byte 22.936 sat/B
Confirmations 176377 Confirmations Fee per weight unit 5.734 sat/Wu
Visualize View Tree Chart Estimated BTC Transacted 0.065773 BTC

Scripts Show scripts & coinbase

3EiE: blockchain.info
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